[okymeHT npepoctasneH KoHcynbTaHTIIoC

3apeructpuposaHo B MunHiocte Poccum 31 maa 2013 r. N 28608

PEAEPANIbHAA CNYKBA NO TEXHWYECKOMY U SKCMOPTHOMY KOHTPOJ11O

NPUKA3
ot 11 ¢peBpana 2013 r. N 17

OB YTBEPXXIEHUW TPEEOBAHUN
O 3ALLUTE UHOOPMALIUW, HE COCTAB/IAIOLLLEN TOCYAAPCTBEHHYIO TAMNHY,
COAEPXALLEEACA B TOCYAAPCTBEHHbIX UHOOPMALMOHHbIX CUCTEMAX

Cnu1COK M3MEeHSALWMX AOKYMEHTOB
(B pea. Npukasa PCTIK Poccmm ot 15.02.2017 N 27)

B cooTtBeTcTBUM C YacTbto 5 cTtatbm 16 PepepanbHOro 3akoHa ot 27 utons 2006 r. N 149-93 "06
MHbopMaLMK, UHPOPMALMOHHBIX TexHosormax UM o 3awute UuHbopmaumn" (CobpaHue
3akoHopgaTtenbcTBa Poccuiickoit Pepepaunmn, 2006, N 31, ct. 3448; 2010, N 31, ct. 4196; 2011, N 15, cT.
2038; N 30, ct. 4600; 2012, N 31, cT. 4328) 1 MonoxkeHnem o PeaepanbHoOM cny»be No TeXHUYEeCKoMmy U
3KCMOPTHOMY KOHTPOIO, yTBEPKAEeHHbIM YKaszom MpesnaeHTa Poccuiickon degepaumm ot 16 aBrycra
2004 r. N 1085 (CobpaHue 3akoHogaTenbcTBa Poccuiickoit depepaunm, 2004, N 34, cr. 3541; 2006, N
49, ct. 5192; 2008, N 43, c1.4921; N 47, cT1. 5431; 2012, N 7, cT. 818), npunKasbiBalo:

1. VYTBepauTb npunaraemble TpeboBaHMA O 3almTe MHPOPMaLUKM, He CcoCTaBAAloLLeN
rocy4apcTBEHHYIO TaliHy, COAEPKALLENCS B rOCYAaPCTBEHHbIX MHPOPMALMOHHbIX CUCTEMAX.

2. YCTaHOBUTb, YTO YKasaHHble B NyHKTe 1 HacToAWwero npukasa TpeboBaHUA NPUMEHAIOTCA ANA
3aWMTbl MHPOPMALMM B FOCYAAaPCTBEHHbIX MHPOPMALIMOHHBIX cucTemax ¢ 1 ceHTAbpAa 2013 T.

AvpekTop

degepanbHOM cyKObI MO TEXHUYECKOMY
M 3KCNOPTHOMY KOHTPOJIHO

B.CEJZINH

YTBEpKAEeHbI
npukazom ®CTIK Poccuu
ot 11 peBpana2013 r. N 17

TPEBOBAHUA
O 3ALLUUTE UHOOPMALMW, HE COCTAB/IAIOLLLEN TOCYOAPCTBEHHYIO TAMHY,
COLEPXALLEEACA B TOCYAAPCTBEHHbIX UHOOPMALMOHHbIX CUCTEMAX

CNU1COK M3MEHAIOLLMX [LOKYMEHTOB
(B pea. Npukasa PCTIK Poccmm o1 15.02.2017 N 27)


http://www.consultant.ru/
consultantplus://offline/ref=2B0E758DF1A21114544682E32BF07CD5734E183C3EE75AA0179C41CEC515FD42DB03FDE16264657Cd9f6I
consultantplus://offline/ref=2B0E758DF1A21114544682E32BF07CD573461D303CEA5AA0179C41CEC515FD42DB03FDE162646479d9fBI
consultantplus://offline/ref=2B0E758DF1A21114544682E32BF07CD573461C3338EE5AA0179C41CEC515FD42DB03FDE162646478d9fBI
consultantplus://offline/ref=2B0E758DF1A21114544682E32BF07CD5734E183C3EE75AA0179C41CEC515FD42DB03FDE16264657Cd9f6I

|. ObuMe NoNoKeHUA

1. Hactoawme TpeboBaHus pa3paboTaHbl B COOTBETCTBMU C PeaepanbHbIM 3aKOHOM OT 27 utons
2006 r. N 149-®3 "O6 uHPopmaLmn, UHGOPMALMOHHBIX TEXHONOIMMAX U O 3awmTe MHPopmauun'
(CobpaHue 3akoHopaTenbctBa Poccuitickont depepaumm, 2006, N 31, ct. 3448; 2010, N 31, c1. 4196;
2011, N 15, ct. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328), a TaK*Ke C y4eTOM HaLMOHaNbHbIX CTaHAAPTOB
Poccuiickon depepaumm B o61act 3almTbl MHGOPMaL MK U B 061aCTU CO34aHMA aBTOMATU3UPOBAHHbIX
cuctem (pganee - HauMoHa bHble CTaHAAPTbI).

2. B [OKymeHTe ycTaHaB/iMBaloTcA TpeboBaHMAa K obecnevyeHMo 3aWwmTbl UMHOOPMALMK
OrpaHUYeHHOro A0CTYNa, HE COAe P KaLLe i CBeAeHWA, COCTaBAIOLWME roCcyAapCTBe HHYIO TaliHy (Janee -
MHbOPMaALMA), OT YTEUYKM MO TEXHUYECKMM KaHa/laM, HeCaHKLIMOHNMPOBAHHOIO A0CTYNa, CNeuuanbHbIX
BO3AEWCTBUM HA TaKyto MHGOpMaumio (Hocutenn nHbopmaumn) B Lensax ee A06bIBaHUA, YHUUTOKEHMS,
MCKaXeHMA unau B6NoKMpOBaHMA AoCTyna K Hel (pganee - 3awmta uHdopmaummn) npu obpaboTke
yKa3aHHOM MHbOPMaLMK B rOCyAapCTBEHHbIX MHGOPMALMOHHbIX CUCTEMaX.

Hactoawme TpeboBaHWA MOryT MPUMEHATbCA AAS 3alMTbl 0OLWeAO0CTYyNHON WMHbOoPMaLMM,
coZeprKaLLelics B rocy4apcTBEHHbIX MHGOPMALMOHHbIX CUCTEMAX, A5 AOCTUNKEHUA LeNen, YKa3aHHbIX B
nyHKTax 1 n 3 yactu 1 cratbm 16 PesepanbHoro 3akoHa ot 27 nrona 2006 r. N 149-$3 "06 nHbopmauymm,
MHOOPMALIMOHHbIX TEXHONOMMAX U O 3alumUTe MHPopMmauumn".

B A4oOKymeHTe He paccmaTpuBaloTca TpeboBaHMA O 3almMTe MHOOPMAaLMK, CBA3AHHbIE C
npumMeHeHMeM  KpuntorpaduyeckMx  MeTogoB  3awmTbl  MHPOpMaumm M WKUPPOBabHbLIX
(kpunTorpaduyeckunx) cpeacTs 3awmTbl MHGOPMALMMN.

3. Hacrosiwme TpeboBaHus sBAAOTCA o06s3aTesibHbiMM Npu 0bpaboTke uHPopmauum B
rocy4apCTBeHHbIX MHOOPMALMOHHDBIX cucTeMax, OYHKUMOHMPYOWMX Ha Tepputopumn Poccuinckoi
depepaumn, a TakKe B MyHUUMMNANbHbIX MHGOPMALMOHHBIX CUCTEMAX, €CIN MHOE He YCTAHOB/IEHO
3aKoHoZaTeNbCTBOM Poccmiickoi Pegepaunmn o MeCTHOM CaMOyMpaB/eHUN.

Hactosuue TpeboBaHWs He pacnpoCTPaHATCA Ha rocy1apCcTBEHHbIE MHPOPMALMOHHbIE CUCTEMbI
AamuHuctpaumm NpesungeHTa Poccniickoit depepauymm, CoBeTa besonacHocTm Poccuinickoit depepaumu,
depepanbHoro CobpaHua Poccuiickoit depepauum, [MpaBuTenbctBa Poccuiickolt deaepauuuy,
KoHctutyumoHHoro Cypa Poccuitickoit depepauumn, BepxosHoro Cyaa Poccuiickon depgepauum wm
depnepanbHom cnybbl 6esonacHocTn Poccuiickoit epepaumm.

(8 pea. Npukasa PCTIK Poccmm o1 15.02.2017 N 27)

4. Hacroawme TpeboBaHWA npeaHasHayeHbl Ana obnagatesiein MHbOpPMaUMKM, 3aKa3uMKOB,
3aK/IHOUMBLLMX FOCYAAPCTBEHHbIN KOHTPAKT Ha co3AaHMe rocy4apcTBEHHOM MHPOPMALIMOHHOMN CUCTEMbI
(nanee - 3aka3uMKM) U oNepaToOPOB rocyAapPCTBEHHbIX MHPOPMALMOHHBIX CUCTEM (Aanee - onepaTopbl).

o, obpabatbiBatowee MHOOPMALMIO, ABNAIOLLYOCA FOCYAAPCTBEHHBIM MHOOPMALMOHHLIM
pecypcom, no nopyyeHuo obnagatens WHPopmauuu (3aKasumka) wam onepatopa U (uam)
npegocTaBAfAlOWEe UM BblYMCAUTE/NbHBIE PEecypcbl (MOLWHOCTM) ans 06paboTkM MHPOpPMaUMK Ha
OCHOBaHUW 3aK/AOYEHHOro AoroBopa (Janee - yno/NHOMOYeHHoe Auuo), obecneymBaeT 3alLUTy
MHbOpPMaLMM B COOTBETCTBUM C 3aKoHogaTenbcTtBom Poccuiickoit Pegepauum o6 uHdopmaumm,
MHPOPMALMOHHbBIX TEXHOJIOTUAX U O 3almMTe MHPOpMaLMK. B goroBope gonkHa bbiTb NpeaycMoTpeHa
0653aHHOCTb  YMONHOMOYEHHOTO /nMua obecneymBaTb 3awmTy  MHGOpPMauuK, sBAAKOLWENCA
rocygapcreeHHbIM MHGOPMALMOHHbBIM PECYPCOM, B COOTBETCTBUM C HacToAWMMM TpeboBaHUAMMU.

5. Mpu 0bpaboTKe B rocyaapcTBeHHON MHOOPMALIMOHHOM cucteme UHGOPMALMK, coaepKalle i
NnepcoHasbHble AaHHble, HacTosAwme TpeboBaHUA NPUMEHAITCA Hapsady ¢ TpeboBaHMAMM K 3awmTe
NepcoHaNbHbIX AaHHbIX MPU UX 06paboTKe B MHPOPMALMOHHBIX CUCTEMAX MEPCOHA/NbHbIX AAHHbIX,
YTBEPXKAEHHbIX NocTaHoBAeHUeM lNpasutenbctsa Poccuiickon ®e aepaumm ot 1 Hosbpa 2012 . N 1119
(CobpaHue 3akoHoaaTenbcTBa Poccuiickoit depepaumm, 2012, N 45, c1. 6257).
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6. Mo peweHuno obnagatenn nHGopmaLMm (3aKasumka) UAKM onepartopa Hactoawme TpeboBaHUA
MOTYT MPUMEHATbCA 418  3aWuUTbl  MHPOPMaLMK, COAep’KalleicA B  HerocyAapCTBEHHbIX
MHGOPMALMOHHBIX CUCTEMaX.

7. 3awmTa MHGopMmaLmK, coae prraLLeinca B rocyaapcTBe HHOM MHGOPMALMOHHOM cucTeme (panee -
MHPOPMALMOHHAA cucTema), obecneumBaeTcAa MNyTem BbINOAHEHMA obnagatenem WHGOPMALMK
(3aKka3umMKkom) u (unun) onepaTopomM TpeboBaHWI K OpraHM3aLnK 3aLLMTbl UHGOPMaLMK, CoaepKaLlencs
B MHOOPMALMOHHOM cucTteme, M TpeboBaHU K mepam 3aWuTbl MHPOpMaLMKM, coaeprKallenca B
MHbOPMaLMOHHON cucTeme.

II. TpeboBaHUA K OpraHn3aLmMm 3aWmMTbl MHGOPMALNMK,
cojiepKalleics B UHGOPMaLMOHHOM cucTeme

8. B uHpopmaumoHHOMN cucteme obbeKTamm 3aWMTbl ABAAIOTCA MHPOPMALMSA, COAEPKALLAACA B
MHPOPMALIMOHHOM CUCTEME, TEXHUYECKME CPeaCTBa (B TOM YMC/e CPpeCTBa BbIMMC/IUTENbHOM TEXHUKMY,
MallUHHbIe HocUTeNU MHOPMaLUUK, CPeacTBa M CUCTEMbI CBA3U M Nepeaadn AaHHbIX, TEXHUYECKne
cpeactsa 06paboTkM  ByKBeHHO-UMPOBON, rpaduyeckols, BMAEO- W pedyeBoir UHPopmauuu),
obliecuctemHoe, MNpUKNagHoOe, cneuuanbHoe mnporpammHoe obecneveHve, WHPOPMaLMOHHbIE
TEXHO/MI0TNK, a TaKKe CpeaCcTBa 3aWmUTbl MHPOPMaLUK.

9. [ina obecneyeHus 3aWwmTbl MHPOPMaLMM, COAepKalenca B MHPOPMALMOHHON cucTeme,
OnepaTopoM HasHayaeTcA CTPYKTypHOe noapasdeneHue UAU AOJKHOCTHOE nnuo (paboTHMK),
OTBeTCTBEHHbIe 33 3alMTy MHGOopMaLMK.

10. Ona nposegeHua paboT no 3awmte MHPOpMaUMKM B XOZEe CO34aHMA WM IKCNayaTauuu
MHbOpPMaLMOHHOM cucTembl 061aaaTenem MHbopmMaLmm (3aKkas4uMKOM) M oNepaTopoM B COOTBETCTBUM C
3aKoHogaTenbcTBOM Poccuiickon degepauum npu HeobXOAMMOCTM MPUBIEKAKOTCA OpraHusauuuy,
MMELOLLME NIMLLEH3UIO HA AeATEIbHOCTb N0 TEXHUYECKOM 3awmTe KoHpuaeHUnanbHon nHpopmaumm B
cooTBeTcTBMM ¢ PepepanbHbiM 3aKkoHOM OT 4 mas 2011 r. N 99-®3 "O nuueH3MpoBaHUN OTAENbHbIX
BMAoB geatenbHoctn" (CobpaHune 3akoHogaTenbcTBa Poccninickoin ®epepaumn, 2011, N 19, ct. 2716; N
30, cT.4590; N 43, cT. 5971; N 48, c1. 6728; 2012, N 26, cT. 3446; N 31, cT1. 4322; 2013, N 9, cT. 874).

11. Ana obecneyeHuna 3awmTbl MHPOPMALUM, codeprKallenca B MHDOPMALMOHHOM cucteme,
NPUMEHSAIOTCA CpPeacTBa 3awmTbl MHPOPMaLMM, MpOLIealiMe OUEHKY COOTBeTCTBMA B dopme
obs3aTenbHON cepTudMKauMM Ha cooTBeTcTBME TpeboBaHMsAM no 6e3onacHocTM MHPopmaumm B
COOTBETCTBMM CO CcTaTbeil 5 PegepanbHoOro 3akoHa ot 27 aekabpa 2002 r. N 184-®3 "O TexHUYeCcKom
perynuposaHun" (CobpaHue 3akoHoaaTenbcTBa Poccuiickoit deaepaumm, 2002, N 52, ct. 5140; 2007, N
19, ct. 2293; N 49, c1. 6070; 2008, N 30, cT1. 3616; 2009, N 29, cT. 3626; N 48, cT. 5711; 2010, N 1, cT. 6;
2011, N 30, ct. 4603; N 49, c1. 7025; N 50, cT. 7351; 2012, N 31, cT. 4322; 2012, N 50, cT. 6959).

12. 3awmTa MHPopmaumK, codeprkallenca B MHPOPMALMOHHON cucTeme, ABNAETCA COCTaBHOM
YyacTbio paboT No CO34aHUI0 M 3KCNAyaTauMmn MHGOPMaLMOHHON cucTeMbl M obecneunBaeTcsa Ha BCceX
cTagmsx (3Tanax) ee co3gaHuA, B Xo4e dKCNayaTauuu M BbIBOAA M3 SKCMyaTauMmM NyTem MPUHATUSA
OPraHM3aUMOHHbIX U TEXHUYECKUX MEP 3aliMTbl UHOOPMALMKU, HaMPaB/EHHbIX Ha B6/10KMpOBaHMe
(He#Tpanmsaumio) yrpos 6e3onacHocTu MHPpOpMaLUKU B UHGOPMALIMOHHOM CUCTEME, B paMKaX CUCTEMbI
(nogcnctemsbl) 3awmTbl MHPOpPMAUMKM MHPOPMALMOHHOM cucTeMbl (Janee - cUCTEMA 3aLUUTDI
MHbOpPMaLMU MHOOPMALIMOHHOKN CUCTEMBI).

(B pea. Npukasa PCTIK Poccmm o1 15.02.2017 N 27)

OpraHn3auMOoHHbIE U TEXHUYECKME MEPbI 3aLNTbI MHGOPMALMK, peanmsyeMble B pamMKax CUCTEMbI
3aWmTbl MHGOPMALUMN MHOOPMALIMOHHOM CUCTEMBI, B 3aBUCMMOCTM OT MHPOPMALLMK, coae prraLleinca B
MHGOPMaLMOHHON cucTeme, Lienei co3gaHna MHGOPMALMOHHOM CUCTEMbI U 3a4ad, PeLLUaeMbIX 3TOM
MHPOPMALIMOHHOM CUCTEMOW, A0JIPKHbI ObITb HaNpPaBAEHbl Ha UCKIOUYEHMUE:

HenpaBOMeEPHbIX A0CTyna, KOMNMpPoBaHWA, NpeaocrtaBi1eHnA Uan pacnpocTtpaHeHuA VIHd)OpMaLI,VIVI
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(obecnevyeHne KOHPUAEHUMANBHOCTM MHPOPMALMM);

HEMPaBOMEPHbIX  YHUUTOXKEHUA wWaAn  moaMduumpoBaHma WHPopmaumm (obecrneyeHue
LEe/IOCTHOCTU MHbOPMaLUN);

HenpaBoMepHOro 6J10KMpoBaHMA MHPopMmaLmMmM (0becneyeHne 4OCTYNHOCTU MHPOpMaLMK).

13. Ona obecneyeHunsa 3awmTbl MHGOPMALMK, copepKallenca B MHOOPMALMOHHON cucTeme,
NPoBOAATCA Cneaytowme MeponpuaTma:

dopmupoBaHMe TpeboBaHMI K 3awmTe WMHPOPMaUMM, cofepraweincs B MHPOPMaLMOHHOWN
cucteme;

pa3paboTKa cucTeMmbl 3aWNTbl MHPOPMALMM MHPOPMALUOHHOM CUCTEMbI;
BHeApPEeHUe CUCTEMbI 3aLWUTbI MHOPMaLMN MHPOPMALIMOHHOM CUCTEMDI;

atTectauma UHGOPMALMOHHOM cucTeMbl MO TpeboBaHMAM 3awmTbl MHbOpMauun (panee -
atrectauma MHGOPMaALMOHHOM CUCTEMbI) M BBOJ, €€ B AeACTBUE;

obecneuveHune 3awnTbl MHGOPMALMM B XOAE IKCMyaTaUuMM aTTeCTOBaHHON MHPOPMALMOHHOMN
CUCTEMDI;

obecneyeHne 3aWMTbl  WHPOPMALMM MPU  BbLIBOAE M3  3IKCMAyaTauuMM aTTECTOBAHHOWM
MHPOPMALMOHHOM CUCTEMbI MM MOC/E NPUHATUA peLleHna 06 OKOHYaHUK 06paboTKM MHOPMaLUu.

dopmunposaHue TpeboBaHUM K 3aWwmTe MHGOPMALMK, COAEPKaLLENCA
B MHGOPMALMOHHOM cUCTEME

14. dopmupoBaHmMe TpeboBaHWUI K 3awmTe MHbOPMALUUKM, coaepKalleiica B MHGOPMaLM OHHOM
cUcTeme, ocylLecTBNAETCA 06nadaTenem MHGOPMALLMM (3aKasuMKoMm).

dopmupoBaHue TpeboBaHUIM K 3awmTe MHPOPMaUMM, cofeprKaweincs B MHPOPMALMOHHON
cucteme, ocyuwecteasetca ¢ ydyetom [OCT P 51583 "3awmTta mHbopmauuun. MopagoK co3gaHua
aBTOMaTM3NPOBaHHbIX CUCTEM B 3alUMLIEHHOM MUcnonHeHun. Obuwue nonoxenus" (paanee - FOCT P
51583) n TOCT P 51624 "3awuta uHbopmaumn. ABTOMATM3MPOBAHHbIE CUCTEMbI B 3aLUMULLEHHOM
ncnonHeHun. Obuwue TpebosaHua" (ganee - FOCT P 51624) 1 B TOM YnCNe BKIOYAET:

NPUHATUE peleHua o HeobxogumMoCTM  3aWwmTbl  MHbOPMALMM, codeprkallenca B
MHOOPMALIMOHHOWN CUCTEME;

KnaccuoduKkaumo MHGOPMaLMOHHON cMCTEMbI N0 TPebOOBaAHMAM 3alMTbl UHPOPMALMK (panee -
Knaccuoukaums MHGOPMaLMOHHOM cUCTeMbI);

onpegeneHue yrpos 6e3onacHoCTM MHPOPMaLUKM, peanmsaumsa KOTOPbIX MOXKeT NPUBECTU K
HapyweHuo 6e3onacHocTn MHGOPMaLUUKN B MHPOPMALMOHHOM cucTeMe, U pPa3paboTKy Ha UX OCHOBe
MoZenn yrpo3 6e30nacHoOCTU MHbOpMaLnm;

onpegeneHune TpeboBaHWUIA K cucTeme 3awmTbl MHGOPMaLMM MHGOPMALLMOHHOM CUCTEMBI.

14.1. MNpu NPUHATUN peLLUeHUA O HeobXoAMMOCTM 3aWMTbl MHPOPMALUUKM, coaeprKallenca B
MHPOPMALMOHHOM CUCTEME, OCYLLLECTBAAETCA:

aHanu3 uene cosaaHma MHGOPMALMOHHOM CUCTEMbI M 3334, peLlaeMbiX 3TON MHGOPMALMOHHOM
cuctemom;

onpegeneHue uHbopmaumm, noanekauweit obpaboTke B UHGOPMaLMOHHON CUCTEME;
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dHa/IN3 HOPMATUBHbLIX MPABOBbIX aKTOB, MeTOANYECKUX OOKYMEHTOB W HAUMOHA/bHbIX
CTaHOapPTOB, KOTOPbIM A0/1}KHa COOTBETCTBOBATb MHd)OpMaLI,VIOHHaﬂ CUCTeMa,

NPUHATME peleHMA O HeobXoAMMOCTM CO34aHUS  CUCTEMbI  3alMTbl  MHPOpPMALMM
MHOOPMALIMOHHON CUCTEMbBI, @ TaKXKe onpepeneHve Lenelm M 3ag4ad 3awmTbl UMHPOpMaLMK B
MHPOPMALIMOHHOM  CUCTEME, OCHOBHbIX 3TamoB CO343aHMA  CUCTEMbI  3aWMUTbl  MHbOPMaLUK
MHGOopMaLMOHHON cucTemMbl M GYHKUMI No obecneyeHUto 3aWwmTbl MHGOPMALMMK, COAEPKaLLEecs B
MHPOPMaLMOHHONM cncTeme, obnagaTenna nHpopmaLmm (3akasumka), onepaTopa 1 yNoaHOMOYEHHbIX
g,

14.2. Knaccmoukauma MHGOPMALMOHHON CUCTEMbI NPOBOAUTCA B 3aBUCMMOCTM OT 3HAYMMOCTU
obpabaTbiBaemoli B Heill MHOpmauMM M MacwTaba MHPOpPMaLMOHHON cucTembl (deaepanbHbIi,
pernoHasnbHbIi, 06bEKTOBbIN).

YcTaHaBAMBalOTCA TPWU Kaacca 3alUMLLEHHOCTM MHOOPMALMOHHON CUCTEMBI, Onpefenstolme
YPOBHM 3aLUMLLEHHOCTM coaepKalwenca B Hel MHopmaumm. Camblit HU3KUI Knacc - TPeTU, cambli
BbICOKUIM - NepBbli. Knacc 3awmwe HHOCTU MHOPMALMOHHOM cMCTEMbI ONpeaenfeTcs B COOTBETCTBUU C
npunoxeHnem N 1 K HacToAwmm TpebosaHUAM.

(8 pea. Npukasa PCTIK Poccmm o1 15.02.2017 N 27)

Knacc 3awmuieHHocTM onpegensetcs gia MHOOPMAUMOHHOM CUCTEMbI B LEJAOM W, MpU
HeobXxoaMMOCTW, [OJ/iI1 ee OTAe/IbHbIX CErMeHTOB (cocTaBHbIX 4acTei). TpeboBaHWe K Knaaccy
3aLLMLLEHHOCTM BK/HOYAETCA B TEXHUYECKOE 33aHNE Ha Co34aHne MHPOPMALLMOHHOM cUcTEMbI U (UAK)
TEXHUYECKOE 3afaHue (YacTHOoe TeXHUYEeCcKoe 33JaHue) Ha Co34aHMe CUCTEMbI 3aLLMTbl MHGOPMALLMK
MHbOPMaLMOHHOM cucTeMbl, pa3pabaTbiBaemble cydyetom FOCT 34.602 "UHPopMaLMOHHAA TEXHONOMMA.
KomnneKc cTaHgapToB Ha aBTOMATU3MPOBAHHbIE CUCTEMbI. TEXHMYECKOE 3afJaHuWe Ha co3gaHue
aBTOMATM3NPOBaHHOM cucTembl" (ganee - FTOCT 34.602), FOCT P 51583 u FOCT P 51624.

Knacc 3awuLieHHOCTM MHPOPMALMOHHON CUCTEMbI NOAJIENKUT MEPECMOTPY NPU U3MEHEHMUMU
macwTaba MHGOPMaLLMOHHOM CUCTEMbI UM 3HAYMMOCTU 0bpabaTbiBaeMon B HEM MHPOPMaLUMK.

Pe3synbTatbl KNaccduKaumm MHPOPMaLMOHHOW cucTe Mbl 0GOPMIAIDTCA aKTOM KlaccuduKaLmm.

14.3. Yrposbl 6e30nacHOCTU MHOPMaLUM oNpeaeNAtoTCa Mo Ppe3yibTaTam OLLEHKU BO3MOXKHOCTEN
(noTeHunana) BHEWHUX W BHYTPEHHWUX HaApyWMUTeNen, aHanaM3a BO3MONKHbIX YA3BUMOCTEM
MHOOPMALIMOHHOM CUCTEMBI, BO3MOXHbIX CNocoboB peanunsaumnmn yrpos 6e3onacHocTn MHbopmaumm 1
nocneacTsMin  OT HapylleHWa CBOWCTB 6e3omacHoCTM  UHPopMauun  (KOHOUAEeHUMANbHOCTH,
LEeNI0CTHOCTU, AOCTYMHOCTK).

(8 pea. Npukasa PCTIK Poccmm o1 15.02.2017 N 27)

B KauecTBe MCXOAHbIX [JaHHbIX AnA onpegeneHus yrpo3 6Hes3onacHocTM MHbopmaumm
ncnonbayeTca 6aHK AaHHbIX yrpo3 6esonacHoctM uHpopmaumm (bdu.fstec.ru), BeaeHue Kotoporo
ocywecrtenaetca PCTIK Poccmm B cooTBETCTBMU € NoANYHKTOM 21 nyHKTa 8 MosoxKeHuns o PepepanbHoi
cNy»Kbe No TeXHNUYECKOMY M 3KCMOPTHOMY KOHTPOLO, YTBE PrKAEHHOrO YKasom lNpesnaeHTa Poccuiickoi
depepaunn ot 16 asrycra 2004 r. N 1085 (CobpaHue 3akoHogaTenbcTBa Poccuiickoii deaepaummn, 2004,
N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, cT. 4921; N 47, cT. 5431; 2012, N 7, cT. 818; 2013, N 26,
cT. 3314; N 53, cr. 7137; 2014, N 36, cT. 4833; N 44, c1. 6041; 2015, N 4, cT. 641; 2016, N 1, cT. 211)
(manee - 6aHK gaHHbIX yrpo3 6e3onacHocTu MHPopmaunn OCTIK Poccuu), a TakKe UHbIE UCTOYHUKM,
coZeprKalime cBeaeHuA 06 yA3BMMOCTSX U yrposax 6e30nacHOCTU MHPOPMALLMK.

(ab3au BBeaeH Mpukaszom PCTIK Poccum ot 15.02.2017 N 27)

Mpu onpegeneHun yrpo3 6esonacHocTM  MHGOPMALMM  YYUTLIBAKOTCA  CTPYKTYPHO-
bYHKLMOHANbHbIE XAaPAKTEPUCTUKM MHOOPMALMOHHON CUCTEMBI, BKIOYalOWME CTPYKTYPY M COCTaB
MHGOPMALIMOHHON cUCTeMbI, GU3MYECKMe, Norndeckue, ¢YHKUMOHANbHble U TexHosorMyeckue
B3aMMOCBA3N MEXAYy CermeHTamMuM MHOOPMALMOHHOMW CUCTEMbI, C MHbIMU  MHOOPMALUOHHBIMM
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cMcTeMamm u MHGOPMaLLMOHHO-TEIEKOMMYHUKALMOHHbBIMU CETAMM, PeKMMbl 06paboTKM MHbOPMaLLMM
B MHOOPMALMOHHOMW CUCTEME M B €e OTAENbHbIX CerMEHTaX, a TaKKe MWHble XapaKTepPUCTUKM
MHOOPMALIMOHHOM CUCTEMbI, MPUMEHAEMblE MHGOPMALMOHHbIE TEXHOMOMU U 0COBEHHOCTU ee
bYHKLUMOHUPOBaHUA.

Mo pe3ynbTaTam onpegeneHus yrpos 6esonacHocTM WHbOPMauMM npu HeobxoaMmocTy
pa3pabaTbiBAOTCA PEKOMEHAALMN MO KOPPEKTUPOBKE CTPYKTYPHO-PYHKLMOHANbHBIX XapaKTe PUCTUK
MHOOPMALLMOHHOM CUCTEMbI, HanpaBaeHHble Ha 610KMpOBaHWe (HEMTPaNM3aLMIO) OTAENbHbIX Yrpo3
6e3onacHoCcTM nHpopmaLmu.

Mogenb yrpo3 6e3onacHOCTU MHOOPMALMKN A0/KHA COAEPMKATb OnUcaHne UHPOPMALLMOHHOM
CUCTEMBI U €€ CTPYKTYPHO-PYHKUMOHANbHBIX XapaKTEPUCTUK, a TaK¥Ke onucaHue yrpos 6esonacHocTu
MHPOpPMALMKM, BKAKOYAOWEE OMNUCAaHUE BO3MOXKHOCTEM Hapywwutenel (Moaenb Hapywwutens),
BO3MOXHbIX YA3BUMOCTEN UHPOPMALIMOHHOM CUCTEMBI, CNOCcoboB peanmnsaumm yrpos 6e3onacHoCcTM
MHbOpPMaLMM U NOCNeACTBUI OT HapyLleHMA CBOMCTB 6e30nacHOCTU MHGOPMaLMN.

OnsonpenenenunayrposbesonacHocty HGopmMaLmm 1 pa3paboTku mogenu yrpos 6esonacHocTm
nHdopMaLMN MPUMEHAIOTCA METOAMYECKME AOKYMEHTbI, pa3paboTaHHbie U yTBepxKaeHHble PCTIK
Poccun B cootBeTcTBMM € nognyHKTom 4 nyHkTa 8 lonoxeHus o PepepanbHon cnykbe no
TEXHMYECKOMY M 3KCMOPTHOMY KOHTPOtO, YyTBeprKAeHHoro Ykasom [lpe3sngeHta Poccuinckoi
depepaunn ot 16 asrycra 2004 r. N 1085 (CobpaHue 3akoHogaTenbcTBa Poccuiickoii deaepaummn, 2004,
N 34, c1. 3541; 2006, N 49, cT1. 5192; 2008, N 43, cT. 4921; N 47, ct1.5431; 2012, N 7, cT. 818).

14.4. TpeboBaHUA K cucTeMe 3aLmUTbl MUHGOPMALLMM MHPOPMALMOHHOM CUCTEMbI ONPEAENSAOTCA B
3aBMCMMOCTM OT KJjacca 3alMLLEHHOCTM MHOOPMAUMOHHOM CUCTeEMbl M yrpo3 6HesonacHoCTH
NMHGOPMaLMK, BKNOYEHHbIX B MOAEe b Yrpo3 6e30nacHoCTU MHGOopMaLUK.

TpeboBaHMA K cucTeme 3aWwmTbl MHOOPMALUM MHPOPMALMOHHOM CUCTEMbI BKIIOYAOTCA B
TEXHMYECKOE 33/1aHNe Ha co3aaHMe MHPOPMALMOHHOM CUCTEMBI U (MNK) TEXHMYECKOE 33aHue (YacTHoe
TEXHMYECKOe 3aZaHue) Ha co3gaHue cucTembl 3aWmTbl MHGOPMaUMM MHPOPMALMOHHOM CUCTEMDI,
paspabatbiBaemble ¢ ydetom OCT 34.602, FOCT P 51583 n OCT P 51624, 1 A0/AXKHbI B TOM yucne
cofepaTb:

Lenb 1 3agaumn obecneyeHms 3alwmTbl UHGOPMaLMK B UHPOPMALMOHHON CUCTEME;
KNacc 3alMLLEHHOCTU MHPOPMALMOHHOM CUCTEMBI;

nepevyeHb HOPMATUBHbLIX MPABOBbLIX aKTOB, MeTOANYECKUX OOKYMEHTOB W HaUWMOHaA/bHbIX
CTaHAapPTOB, KOTOPbIM 01X KHa COOTBETCTBOBATb MHd)OpMaLI,MOHHaFI cncrema,

nepeyeHb 06bEKTOB 3aLWMUTbI UHGOPMALMOHHOMN CUCTEMbI;

TpeboBaHUA K Mepam W CPeACcTBam 3aWUTbl MHPOPMaLMK, NPUMEHSEMbIM B MHPOPMALLMOHHOM
cucteme;

cTaguu (aTanbl paboT) co3aaHUA cMCTeMbI 3aLWUTbI UHPOPMALMOHHOM CUCTEMBI;
(ab3au BBeaeH Mpukasom PCTIK Poccum ot 15.02.2017 N 27)

TpeboBaHMA K MNOCTaBAAEMbIM TEXHUYECKMM CPeacTBamM, MNporpammHomy obecneyeHuio,
CpeAcTBaM 3aLLMTbl MHGOPMaLNK;
(ab3au, BBeaeH Mpurkasom GCTIK Poccum ot 15.02.2017 N 27)

dYHKUMM 3aKa3uMKa U onepaTtopa no obecneyeHuto 3aWmTbl MHPopmaLmm B MHGOPMaLMOHHON
cucteme;
(ab3au, BBeaeH Mpurkazom GCTIK Poccuu ot 15.02.2017 N 27)
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TpeboBaHMA K 3awuTe CPeacTB M cucteM, obecneuynBarolmx  GYHKUMOHMPOBAHMWE
MHbOPMaLIMOHHOM cucTembl (0becneymBatole i UHPPaCTPYKTYpe);
(ab3au, BBeaeH Mpurkazom GCTIK Poccum ot 15.02.2017 N 27)

TpeboBaHMA K 3awmTe uHOOPMAUMKM NPU UHPOPMALMOHHOM B3aMMOAENCTBUM C WMHbIMU
MHPOPMALMOHHBIMU CUCTEMAaMM U UHGOPMALMOHHO-TENNEKOMMYHUKALMOHHbIMM CETAMM, B TOM YMCAE C
MHPOPMALMOHHbBIMM CUCTE MAaMM YMOJTHOMOYEHHOTO /UL, A TAKXKe MPU NPUMEHEHMUM BbIYNCUTETbHbIX
pecypcoB (MoLLHOCTe), NpeaoCcTaBNAEMbIX YNOJTHOMOYEHHbIM MLOM AN 06paboTKu nHpopmaLlmm.

Mpun onpegeneHnn TpeboOBaHUI K cUCTEME 3aLLMTbI MHPOPMaUUM MHPOPMALIMOHHOM CUCTEMBI
YUYMTBIBAIOTCA MOJIOXKEHUA MOAUTUK obecrnedyeHna WMHPoOpmaLMOHHOM 6GesonacHocTM obnapaTena
MHbOpPMaLMKM (3aKa3umKa), a TakxKe NoJUTUK 0becneyeHns MHopPMaLMOHHOMK 6e3onacHOCTU onepaTopa
M YNOJNHOMOYEHHOro /LA B 4YacTW, He MpoOTMBOpeYalein NoauTMKam obnagatena MHPopmaumm
(3aKkasumkKa).

(8 pea. Npurkasa PCTIK Poccmm o1 15.02.2017 N 27)

Pa3spaboTKka cuctembl 3aLmMTbl UHGOPMaLMKM MHGOPMALMOHHOMN CUCTEMbl

15. PaspaboTka cuctembl 3awuTbl MHGOpMauUMM WMHGOPMALMOHHOM CUCTEMbI OpraHuU3yeTcA
obnagatenem MHPopmaLmm (3aKasumMKom).

Pa3paboTka cucTembl 3awmTbl MHGOPMALMK WMHOOPMALLMOHHOM CUCTEMbBI OCYLLECTBAAETCA B
COOTBETCTBUM C TEXHUYECKMM 334aHMEM Ha CO34aHNEe MHOOPMALMOHHOM CUCTEMbI U (MIN) TEXHUYECKUM
334aHMeM (4YacTHbIM TEeXHWYECKMM 33aZaHMeM) Ha CO34aHMe CcUCTeMbl 3alWmTbl MHGOPMaUmUm
MHPOpMaLMOHHON cuctembl ¢ ydeTtom [OCT 34.601 "MHdopmaumoHHaa TexHonorusa. Komnnekc
CTAHOAPTOB HAa aBTOMATM3UPOBAHHblE CUCTEMbl. ABTOMAaTM3MpPOBaHHble cuctembl. CTagmm cosgaHma”
(nanee - TOCT 34.601), FTOCT P 51583 1 TOCT P 51624 n B TOM YnUC/e BKAOYAET:

NPOEKTUPOBAHUE CUCTEMBbI 3aLWUTbl MHPOPMaALMN MHDOPMALMOHHOM CUCTEMBI;

pa3paboTKy 3KCNAyaTauMOHHOW  OOKYMEHTAUMM HaA  CUCTEeMYy  3aluTbl  UMHOpMaLMK
MHPOPMALIMOHHOM CUCTEMDbI;

MaKeTMpPOBaHWE U TECTUPOBAHME CUCTEMBI 3aLLMTblI MHPOPMALMU UHPOPMALMOHHOMN CUCTEMDBI
(npun HeobxoamMmocTu).

Cuctema 3awmTbl MHGOPMAUMKM MHOOPMAUMOHHON CUCTEMbI He AOJIKHA NPenAaTCTBOBaTb
OOCTUKEHUIO Lenel co3aaHnsa MHOOPMALMOHHOMN cUCTEMbI U ee QYHKLLMOHMPOBAHMUIO.

Mpwn paspaboTke cucTemMbl 3aWMTbl MHPOPMALUN MHPOPMALIMOHHOMN CUCTEMBI YUUTbIBAETCA ee
MHGOPMaLMOHHOE B3aMMOAEWNCTBME C MHBIMW MHGOPMALMOHHBIMK CUCTEMAMU U MHDOPMALMOHHO -
Te1eKOMMYHUKALMOHHbIMU CETSMMU, BTOM Yncae C UHGOPMALLMOHHBIMM CUCTEMAMM YNOJTHOMOYEHHOT O
NVUQ, a TaKXe nNpUMEHEeHWe BbIYUCAUTENbHbBIX pPecypcoB (MolHOCTeR), npeaocTaBaAAEeMbIX
YNO/IHOMOYEHHbIM INLOM A/1A 06PabOTKN MHOPMALUN.

15.1. Mpun NPOEKTUPOBAHNN CUCTEMbI 3aLLUTbI MHOPMaLMM MHPOPMALLMOHHON CUCTEMBI:

onpeaensaoTca TUMbl cybbeKToB A0CTYNa (Nos1b30BaTeNN, MPOLECChl U MHble CyBbeKTbI 4ocTyna) u
06BbEKTOB A0CTYNa, ABAALWIMXCA 0bbeKTamu 3allmTbl (ycTpoicTBa, 06beKTbl GalnnoBoi cUCTEMBI,
3anycKaemble U UCMOJIHAEMblE MOAYM, OOBEKTbI CUCTEMBI YNpaBaeHUa 6asamu JaHHbIX, 06bEKTbI,
co34aBaeMble NPUKNAAHBIM NPOrPaMMHbIM 0becrnedeHnem, nHble 06bEKTbI 4OCTYNA);

onpeAenslTca MeToAbl YNpaBAeHUs AOCTYNOM (AMCKPEeLUMOHHbIM, MaHAATHbIN, PoJieBOn Man
WMHble mMeToAbl), TUMbl AOCTyna (YTeHue, 3anncb, BbINOJHEHME UM MHbIE TUMbI AOCTyNa) U Npasuna
pasrpaHuyeHusa poctyna cyb6bekToB AocTyna K ob6bekTam goctyna (Ha OCHOBE CNMCKOB, METOK
6€e30nacHOCTU, PONEe U MHbIX NPaBuA), NoANeKallme peanmsaumm B UHGOPMaLMOHHON cUCTEME;
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BbIOMpalOTCA Mepbl 3alWmTbl MHGOPMAUWUK, MOANeXKallmMe peanusaluum B CUCTEME 3aLLUTbI
nHdopmaumnm MHGOPMALMOHHOM CUCTEMBI;

onpeAensoTca BUAbI U TUMbl CPEACTB 3aWnTbl MHOpMaL MK, obecneynBalolLmMe peanmsauuio
TEXHMUYECKMX Mep 3aLLUTbl MHPOpMaLMK;

onpeaenseTca CTPYKTYpa CUCTEMbI 3aLmTbl MHGOPMaLUUN MHPOPMALIMOHHOM CUCTEMBI, BKtOYanA
coCTaB (KONMYEeCTBO) U MeCTa pasmeLLeHNA ee 31eMEHTOB;

ocylwiecTsaneTca BbiIbop cpeacTB 3aWmnTbl MHGOPMALUMK, CEPTUDULMPOBAHHBIX Ha COOTBETCTBUE
TpeboBaHMAM Mo 6e3onacHoCcTM WHPOPMaLUKM, C YYETOM WX CTOMMOCTU, COBMECTUMOCTU C
MHOOPMALMOHHBIMM TEXHONOTUAMW N TEXHUYECKMMM CcpeacTBaMu, GYHKUMI 6e30nacHOCTU 3TUX
cpeacTB n ocobeHHoCTel X peanmsaumm, a TakKe Knacca 3aWwmieHHOCTM MHGO pPMaLMOHHOM CUCTEMbI;

onpeaensoTca TpeboBaHMA K MapaMeTpam HacTPOWKKM MPOrpammMHOro obecneyeHus, BKaoYas
nporpammHoe obecneyeHune cpeacTB 3aWMTbl MHPOpmaumM, obecrneuymBalowme pPeanmnsaumio Mep
3aWnTbl MHPOPMALMM, @ TaKKe YCTPAHEHME BO3MOMKHbIX YA3BUMMOCTEN MHOOPMALIMOHHOM CUCTEMDI,
NPMBOAALLNX K BOSHUKHOBEHMIO yrpo3 6e3onacHocTy nHbopmaumu;
(B pea. Npukasa PCTIK Poccum o1 15.02.2017 N 27)

onpeaenslTca Mepbl 3almTbl MHGOPMaUUK NPU MHPOPMALMOHHOM B3aMMOENCTBUM C UHBIMM
NHPOPMALIMOHHBIMM CUCTEMAMM U MHDOPMALNOHHO-TENEKOMMYHUKALMOHHbIMM CETAMU, B TOM YMCAE C
MHPOPMALMOHHbBIMM CUCTE MAaMM YMOTHOMOYEHHOIO /1ML, A TAKXKe MPU MPUMEHEHMUU BbIYNCNTETbHbIX
pecypcoB (MoLWHOCTe’), NpeaocTaBNAeMbIX YNO/JTHOMOYEHHbIM IMLOM AN 06paboTKu MHpopmaLmm.

Pe3ynbTaTbl NPOEKTUPOBAHUSA CUCTEMbI 3alLMTbl MHPOPMaUUM MHOOPMALMOHHOM CUCTEMDI
OTPaXKaloTCs B MPOEKTHON AOKYMEHTauMM (3CKM3HOM (TexHu4Yeckom) npoekte u (Mnu) B paboueit
OOKYMeHTaumMn) Ha MHPOPMALMOHHYIO cucTemy (cuctemy 3awmTbl MHGOPMaLMM UHGOPMALIMOHHOM
cuctemsl), paspabatbiBaembix ¢ yyetom [OCT 34.201 "UHPopmauumoHHas TexHosorusa. Komnnaekc
CTAHOAPTOB Ha aBTOMATU3MPOBAHHbIE CUCTEMBI. Buabl, KOMNNEKTHOCTb M 0603HAYEHUE AOKYMEHTOB
npu co3gaHumM aBTOMaTU3NPOBaHHbIX cuctem” (ganee - FOCT 34.201).

MpoeKTHaa [OKYMeHTaumss Ha WMHOOPMAUMOHHYK cucTemy M (uMam) ee cuctemy 3alimTbl
MHPOPMaLMM NoaneKaT CoriacoBaHUIO C One PpaTopom MHGOPMALMOHHOMN CUCTEMBI B CyYae, eC/Iv OH
onpeaeneH TaKOBbIM B COOTBETCTBUM C 3aKOHOZATeNbCTBOM Poccuiickont Pepepaumnm K MOMEHTY
OKOHYaHUA MPOEKTMPOBAHUA CUCTEMDbI 3aWnUTbl MHOOPMAUMK MHPOPMALMOHHOM CUCTEMBI U He
ABNAETCA 3aKa3YMKOM AAaHHOM MHOOPMALMOHHOM CUCTEMDbI.

Mpy OTCYTCTBUM HEOBXOAMMBIX CPEACTB 3aWuTbl UHPOPMALMK, CePTUPULMPOBAHHLIX Ha
cooTBeTCcTBME TpeboBaHUAM No HGe3onacHocTM MHPopMauUK, opraHmusyeTca paspaboTka (LopaboTka)
CpeAcTB 3aWmTbl MHPOPMaLMK U NX cepTUPUKAUUA B COOTBETCTBMM C 3aKOHOA4ATENBLCTBOM Poccuiickoi
de e paumn Unm NPomnsBOAMTCA KOPPEKTUPOBKA NPOEKTHbIX PeLleHMI Mo MHPOPMaLMOHHOM cucTeme u
(nnn) ee cucteme 3aWmTbl MHGOPMAUMKN C y4eTOM GYHKLMOHA/NbHbIX BO3MOXHOCTEN MMEHLLMXCA
CepTUOULMPOBAHHBIX CPEACTB 3aLMTbl MHGOPMaLUW.

15.2. PaspaboTka 3KCN/AyaTaUMOHHOMW [OOKYMEHTaLUMM Ha CUCTEMY 3alimTbl MHOpmaumun
MHPOPMALIMOHHONM CUCTEMbI OCYLLECTBAAETCA B COOTBETCTBUM C TEXHUYECKMM 3a4aHMEM Ha co34aHue
MHPOPMALIMOHHOMN CUCTEMBI U (MAKN) TEXHUYECKMM 3agaHMEM (YaCTHbIM TEXHMYECKMM 33JaHMeM) Ha
CO34aHue cUCTEMbI 3aLLmMTbl MHGOPMaLUN MHGOPMALMOHHON CUCTEMDI.

JKcnnyaTauMOHHaA AOKYMEHTAUMA HA cUcTeMY 3aWmUTbl MHPOPMaLUM MHGOPMALMOHHOMN CUCTEMbI
paspabatbiBaeTca ¢ ydyetom [OCT 34.601, FOCT 34.201 n TOCT P 51624 u gonHa B TOM uucne
cofepKaTb onucaHue:

CTPYKTYPbI CUCTEMbI 3aLWLMTbI MHGOPMaLMM MHPOPMALMOHHOW CUCTEMDI;
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COCTaBa, MeCT YCTaHOBKW, MapamMeTpoB W Nopagka HacTPOMKKM CPpeacTB 3awmTbl MHGOPMALLMMK,
nporpaMmmHoro obecneyeHuns 1 TEXHUYECKUX CPeaCTB;

npaswua akcnayataunm CUCTeMbI 3alLlUTbI VIHCI)OpMaLI,MM VIHd)OpMéILI,VIOHHOVI CNCTEMbI.

15.3. Npu MaKeTMPOBaAHUN U TECTUPOBAHUU CUCTEMbI 3aLLUTbI MHGOPMALUUKN MHPOPMALMOHHOM
CUCTEMbI B TOM YMC/TEe OCYLLECTBAAIOTCA:

npoBepKa paboTocnocobHOCTM U COBMECTUMOCTM BblBPaHHbIX CPEACTB 3aLmnTbl MHGOPMALLMM C
MHOOPMALMOHHBIMMN TEXHONOTUAMM U TEXHUYECKMMM CPeaCTBaMM;

NpoBepKa BbIMNO/IHEHMA BbIBPaHHbIMKM CPeACTBaMM 3aWMTbI MHGOPMAUM M TpeboBaHUI K cucTeme
3aWnTbl MHPOPMALUU MHPOPMALMOHHOM CUCTEMBI;

KOPPEKTUPOBKA MPOEKTHbIX peLleHUI, pa3paboTaHHbIX Npu co3gaHnmn MHPOPMALMOHHOM cUCTEMb
n (Mnun) cuctembl 3aWmTbl MHGOPMaLUMN MHOOPMALIMOHHOM CUCTEMDbI;

ab3aL, uckntoyeH. - Npurkas PCTIK Poccunm ot 15.02.2017 N 27.

MakeTnpoBaHMe CUCTEMbl 3aLWMUTbI UHPOPMALUU MHPOPMALMOHHOM CUCTEMBI U €€ TECTUPOBaHNE
MOXeT MpoBOAWUTBCA B TOM 4YWCAE C WCMOJ/Ib30OBaHWEM CPeACTB M METOAO0B MOAENMPOBAHUSA
MHPOPMALMOHHbBIX CUCTEM U TEXHOIOTUIA BUPTYAIN3aLLMUM.

BHegpeHWe cucTeMbl 3aLWMUTbl UHPOPMALMU MHPOPMALMOHHOM CUCTEMBI

16. BHegpeHue cucTembl 3aWmTbl MHPOPMALMM MHPOPMALMOHHOW CUCTEMbI OpraHusyeTcs
obnagatenem nHPopmaLmm (3aKasumKkom).

BHeapeHWe cucTeMbl 3aWwmTbl MHGOPMALMM UMHOOPMALIMOHHOM CUCTEMBI OCYLLECTBASIETCA B
COOTBETCTBMM C MPOEKTHOM M 3KCM/yaTaLMOHHON AOKYMEHTAUMEN Ha cMCTeMy 3aluMTbl MHPOpMaLmUm
MHOOPMALLMOHHOWN CUCTEMBI U B TOM YUMC/E BK/IHOYAET:

YCTaHOBKY W HAaCTPOWKY CPeACTB 3alUTbl MUHPOPMaLMM B UHPOPMALIMOHHOM CUCTEME;

pa3paboTKy JOKYMEHTOB, onpeaenaolWmx npasuaa nu npoueaypbl, peannsyemble onepaTtopom
ansa obecneyeHuWs 3aWmMTbl MHGOPMAL MM B UHGOPMALMOHHOW CUCTEME B XOA€E €€ IKCnayaTauuu (fanee
- OpPraHM13aUMoHHO-PaCcNoPAAMTENbHbIE AOKYMEHTbI MO 3aWwuTe MHPopmMmaumm);

BHeApPEeHWe OpraHM3aLMOHHbIX Mep 3aWnUTbl UHOPMALUK;
npeasapuTe ibHbIE UCMbITAHWUA CUCTEMbI 3aLWNTbI UHPOPMALMU MHPOPMALUOHHOMN CUCTEMbI;
ONbITHYIO 3KCMNAYaTaLMIO CUCTEMbI 3aLLUUTbI MHPOPMaL MU MHOOPMALMOHHOMN CUCTEMBbI;

aHaNu3 yA3BUMOCTEN MHPOPMALIMOHHOM CUCTEMbBI U MPUHATUE Mep 3aLMTbl MHGOPMALUKM NO MX
YCTPaHEeHUIO;

NPUEMOYHbIE UCMbITAHUS CUCTEMbI 3aLLMTbI MHGOPMALMKN MHGOPMALMOHHOW CUCTEMbI.

K BHeapeHWIO cUCTEMbI 3aWMTbl MHPOPMALMM MHOOPMAUMOHHOW CUCTEMBI MpUBEKAETCA
onepaTtop MHGOPMALIMOHHOM CUCTEMbI B C/ly4ae, €CUM OH onpeneneH TaKOoBbIM B COOTBETCTBUM C
3aKoHoZaTeNbCTBOM Poccuitickon Pepepaunn K MOMEHTY BHELPEHUA CUCTEMbI 3aLUTbI MHGOPMaLUK
MHOOPMALMOHHOM CUCTEMbBI U HEe ABNAETCA 3aKa3YMKOM AaHHOM MHGOPMALMOHHOM CUCTEMBI.

16.1. YcTaHOBKa M HacTpoOMKa CPeAcTB 3aWuTbl MHPOpMauuM B MHOOPMALMOHHOW cucTeme
[ONXHA MPOBOAMTLCA B COOTBETCTBUM C IKCMNYaTALUMOHHOW AOKYMEHTaUMen Ha cucTemy 3alumTbl
MHGOPMALMM MHPOPMALMOHHOM CUCTEMBI U OKYMEHTALMEN Ha CpeACcTBa 3aLuUTbl MHPOPMaLLMK.
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16.2. PaspabaTtbiBaembie OpPraHM3aUMOHHO-PACNOPAAMTENbHbIE AOKYMEHTbl MO  3awmTe
MHOPMaLMM LONKHbI ONpeaenaTb Npasunaa nu npoueaypsbi:

ynpasaeHus (agMUHUCTPUPOBAHKSA) cUCTEMOM 3aWmTbI MHGOPMaLUM MHGOPMALMOHHON CUCTEMbI;

BbIABNEHUA UHUMAEHTOB (0AHOro cobbITMA UAKN rPYMMbl COBLITUIA), KOTOPbIE MOMYT NPUBECTU K
cb6oam UKU HapylweHUo GYHKLUMOHNPOBAHMA MHOOPMALMOHHON CUCTEMBI U (MNK) K BO3HUKHOBEHUIO
yrpo3s 6e3onacHoOCTM MHbOPMaLMK (Hanee - MHUMAEHTbI), U pearMpoBaHMA Ha HUX;

ynpasfieHua KoHdurypaumen atrectoBaHHON MHGOPMALMOHHOM CUCTEMbBI U CUCTEMbI 3aLLUMUTbI
nHdopmaumnm MHGOPMALMOHHOM CUCTEMBI;

KOHTpona (mMoHMTOpMHra) 3a obecrneyeHMemM YPOBHA 3aLMLEHHOCTU WHbOPMaLMK,
coZeprKallencsa B MHGOPMALMOHHOM cUcTeme;

3aWmTbl MHGOPMAUMKM MpPU BbIBOAE M3 3KCNAyaTauMM MHPOPMALLMOHHOM CUCTEMBbI MAKM nocne
NPUHATUA pelleHnss 06 OKOHYaHUM 06PaboTKN MHPOPMaLUN.

16.3. Mpu BHEAPEHNN OPraHU3ALMOHHBIX Mep 3aLLMTbl MHPOPMALMM OCYLLLECTBAAIOTCA:

peanusauma NpaBua pasrpaHMYEHUs A0CTyNa, Pern1ameHTUPYIOWMX NpaBa JOCTyna cybbeKToB
JocTyna K obbekTam A0CTyna, M BBeAeHWe OrpaHUYeHUn Ha AelACTBUA NO/sb30oBaTes1el, a TakKe Ha
M3MeHeHWe YyCN0BUIA SKCNAyaTalumM, COCTaBa U KOHOUTypaLUumn TeXHUYECKUX CpecTB U NPOrpamMmmMHOro
obecneveHus;

npoBepKa MOJHOTbI W AEeTafibHOCTU OMUCaHMA B OPraHW3aLMOHHO-PaACNoOPASUTENbHbIX
OOKYMeHTax no 3awute MHPOpmMauuM  OeNcTBUMMA  MNoab3oBaTesnied M aAMMHUCTPATOPOB
MHPOPMALMOHHOM CUCTEMbI MO PEaN3aLLMM OPraHM3aLMOHHbIX MepP 3aWmTbl MHGOPMaUNK;

oTpaboTKa AeNCTBUI AOKHOCTHBIX 1ML, U NOAPA3AEEHWNIA, OTBETCTBEHHbIX 33 peann3aLmio mep
3aWmTbl MHGOPMaLLMK.

16.4. NpeaBapuTenbHble UCMbITaHMA CUCTEMBbI 3aLLUTbI UHGOPMALMKM MHGOPMALIMOHHOMN CUCTEMbl
nposogatca ¢ ydyetom [OCT 34.603 "WHPopmaumoHHas TexHonorva. Buabl wucnbITaHU
aBTOMaTM3NPOBaHHbIX cuctem" (panee - TOCT 34.603) n BKAOYAOT NPOBepKy paboTtocnocobHocTU
cucTemMbl  3aWMTbl MHOOPMALUMM UHOOPMALIMOHHOM CUCTEMbI, a TaKXKe MPUHATUME peLleHus o
BO3MOHOCTM OMbITHOM 3KCM/yaTaLuMmn CUCTEMbI 3aLLUTbI MHOPMaLUM MHPOPMALLMOHHOWN CUCTEMBI.

16.5. OnbITHaa 3KcnjyaTauMa cuctembl 3awmTbl MHGOpMauMM UMHOOPMALMOHHOM CUCTEMBbI
nposoantcs ¢ yyetom [OCT 34.603 M BKAOYAEeT NpoBepKy ¢GYHKUMOHMPOBAHUA CUCTEMbI 3aLLUTBI
MHbopMaLMKN MHPOPMALMOHHON CUCTEMbI, B TOM YNCNE PeaNn30BaHHbIX Mep 3aWuTbl UHOPMaLMK, a
TaK)Ke roTOBHOCTb M0/1b30BaTENEN M aAMUHUCTPATOPOB K SKCMyaTaLUmn CUCTEMbI 3aLLMTbI MHGOPMALMK
MHOOPMALMOHHOM CUCTEMbI.

16.6. AHanu3 yasBumocTeld MHOOPMALMOHHON CUCTEMbI NPOBOAUTCA B LENAX OLEHKU
BO3MOXHOCTM NPeoA0AeHUA HaPYLLUUTENEM CUCTEMbI 3aLLMTbI UHPOPMALMM MHPOPMALMOHHOM CUCTEMb!
M NpegoTBpaLLeHMsA peannsaumm yrpos 6e3onacHoCTU MHGOPMALLUK.

AHanus yssBuMoCTEN MHGOOPMALMOHHOM CUCTEMbI BK/ItOYAET aHanv3 ysA3BMMOCTEW cpeacTs
3alUMTbl MHPOPMALMKU, TEXHUYECKMX CPeacTB M MnporpamMmmHoro obecnevyeHus MHOOPMaLMOHHOWN
CUCTEMDI.

Mpu aHanusze yA3BUMMOCTEN MHGOPMALMOHHOMW CUCTEMbI MPOBEPAETCA OTCYTCTBME M3BECTHbIX
YA3BMMOCTE W CPpeacTB 3alWmTbl MHOOPMALMN, TEXHUUYECKMX CPEACTB M MPOrpaMmmMHOro obecrneyeHus, B
TOM 4MC/ie C y4yeToM WHPOPMaLMM, MMeloWenca y paspaboTiMKOB M MOSYYEHHOM M3 APYrux
061Le LOCTYMHbIX UCTOYHMKOB, MPABUIbHOCTb YCTAHOBKM M HACTPOMKM CPEACTB 3almTbl MHGOPMaLUK,
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TEXHUYECKMX CPEACTB M NPOrPaMMHOro obecrneyeHUs, a TaKkKe KOPPEKTHOCTb PaboTbl CPeACTB 3aLLMUTbI
MHPOPMALMM MPU UX B3aMMOAENCTBUMN C TEXHUYECKMMM CPeACTBAMM U MPOrpaMMHbIM obecneyeHmem.

B cnyyae BbisiBNeHMA yA3BMMOCTEN MHPOPMALIMOHHOM CUCTEMBI, MPUBOAALMX K BOSHUKHOBEHUIO
AOMONMIHUTENbHBLIX yrpo3 6e30nacHOCTM WHPOPMALMM, NPOBOAUTCA YTOYHEHUE MOAENUN Yrpo3
6€30MacHOCTM UHPOPMALIMM M NPU HEOBXOAMMOCTM NMPUHUMAIOTCA AOMOJHUTE/IbHbIE MEpPbl 3aLLUTDI
MHPOPMALMM, HaNpaBAEHHble Ha YCTPAHEHWe BbIABNEHHbIX YA3BMMOCTEN MWAM UCK/tOYaoLLme
BO3MOXHOCTb UCMO/1b30BaHNA HAPYLNTENIEM BbISIBIEHHbIX YI3BUMOCTEN.

Mo pesynbTaTam aHann3a yA3BUMOCTEN AONKHO ObITb NOATBEPKAEHO, YTO B MHPOPMALMOHHOM
cUCTEeME OTCYTCTBYHOT YA3BMMOCTU, COAEPrKaLLMeca B baHKe AaHHbIX yrpo3 6e3onacHocTi nHopmaumm
®CTIK Poccun, a TakkKe B UHbIX UCTOYHUKAX, UM MX UCNOJIb30BaHME (3KCNayaTaums) HapylwmTenem
HEBO3MOMHO.

(ab3au BBeaeH Mpukaszom PCTIK Poccum ot 15.02.2017 N 27)

16.7. MNpuemoyHble MCNbITAaHUA CUCTEMbI 3aLLMTbl MHOOPMaLMKU MHPOPMALMOHHOM CUCTEMDI
nposoaatca c yuetom FOCT 34.603 w1 BKNtOYAOT NPOBEPKY BbINOJAHEHMA TPeboBaHMI K cUCTEME 3aLLUTbI
MHbopMaLMn MHGOPMALMOHHON CUCTEMbBI B COOTBETCTBMM C TEXHUYECKMM 33ZaHMEM Ha CO3JaHue
MHOOPMALIMOHHOM CUCTEMBI U (MNKN) TEXHUYECKMM 3agaHMEM (YacTHbIM TEXHMYECKMM 33JaHMeM) Ha
CO34aHune cucTeMbl 3alWmUTbl MHGOPMaLMN MHPOPMALMOHHOM CUCTEMBI.

ATTecTauma MHPOPMaLIMOHHOM CUCTEMBI U BBOA €€ B AelCTBME

17. Atrectauma WHQPOPMALMOHHOM CUCTEMbI OpraHusyeTca obnagatenem WHGOPMALUK
(3aKa34yMKOM) UM oNepPaToOPOM M BKOYAET NPOBEAeHNE KOMMJIEKCA OPraHM3ALMOHHbBIX U TEXHUYECKUX
MeponpuATUIA (aTTeCTALMOHHbBIX UCMbITaHWI), B pe3yanbTaTe KOTOPbIX NOATBEPKAAETCA COOTBETCTBUE
cMcTEMBI 3aLWMTbl UHGOPMaLMKU MHOOPMALIMOHHOM CUCTEMbI HacToALWMM TpeboBaHMAM.

MpoBeaeHMe aTTeCTaUMOHHbIX UCNbITaHWUA MHPOPMALMOHHOMN CUCTEMbI JONKHOCTHBIMU INLLAMMU,
OCYLLECTBAALWMMMN  NPOEKTUPOBaHME U (UAKM) BHeApeHMEe CUCTEMbl  3aWmTbl  MHOPMaLUK
MHOOPMALMOHHON CUCTEMBI, HE AOMYCKAeTCA.

(ab3au, BBeaeH Mpurkasom GCTIK Poccum ot 15.02.2017 N 27)

17.1. B KauecTBe UCXOAHbIX AaHHbIX, HE0BX0ANMbIX ANA aTTecTauMm MHGOPMaLMOHHON CUCTEMbI,
MCMONb3YIOTCA MOAEeNb yrpo3 6e30nacHOCTU MHbOPMaUMK, aKT KnaccuduKaumm WUHPOPMaLMOHHOM
CUCTEMbI, TEXHMYECKOE 33afaHMe Ha co3faHne WHPOPMALMOHHOMN cUCTEMbI U (MAKM) TexXHWUYecKoe
33gaHMe (Y4acTHoe TexHMYeckoe 33JaHMe) Ha Co34aHuMe CUCTeMbl  3aluMTbl  MHPOpPMaLMK
MHPOPMALIMOHHOM CUCTEMDBI, NPOEKTHAA WM 3KCMJ/yaTaUMOHHAA OOKYMEHTAUMA Ha CUCTEMY 3alLMTbI
MHbopMmaLmMn MHGOPMALMOHHOM CUCTEMBI, OPraHWM3aLMOHHO-PaACNopPAANTE IbHbIE AOKYMEHTbI MO
3awmTe uMHGOpMaLmMn, pesynbTaTbl aHaNU3a yA3BMMOCTEN MHOOPMALMOHHOM CUCTEMBI, MaTepUuabl
npegBapuUTeibHbIX U MPUEMOYHBIX WCMbITaHUI CUCTEMbBI 3aWUTbl MHGOPMALMN UHDOPMALLMOHHOM
CACTEMbI, a TaKXKe MWHble [OOKYMEeHTbl, pa3pabaTbiBaemble B COOTBETCTBUM C HACTOALLMMM
TpeboBaHMAMMU.

17.2. Attectaums MHGOPMALMOHHON CMUCTEMbI NPOBOAUTCA B COOTBETCTBMW C MPOrpaMmmoin u
MeTOAMKAMM aTTeCTaLMOHHbIX MCMbITAHWIN A0 Havana 06paboTkM MHOpMaLMK, NOANEKALLEN 3anUTE B
MHbOpPMaLMOHHOM cucteme. s npoBegeHUA aTTecTaumMm MHPOPMALMOHHOM CUCTEMbI MPUMEHAIOTCA
HaLMOHaNbHblE CTAaHAAPTbI, @ TaKXKe MeToAMYEeCKUE AOKYMEHTbl, pa3paboTaHHble U YTBEPKAEHHbIE
®CT3K Poccum B cooTBeTCTBMM € noanyHKTom 4 nyHkTa 8 MonoxeHunsa o PegepanbHoi cnyxkbe no
TEXHUYECKOMY W 3KCMOPTHOMY KOHTPO/I, YyTBEpPXAEHHOro YkKasom [lpe3sungeHTta Poccuiickoi
Pepepaumm ot 16 asrycra 2004 r. N 1085.

Mo pesynbTaTam aTTECTAUMOHHbLIX MCMbITaHUI OPOPMAAIOTCA MPOTOKO/Ibl ATTECTALMOHHbIX
WCMbITaHWUN, 3aKNOYEHME O COOTBETCTBUM WMHOOPMALMOHHOM cucTeMbl TpeboBaHMSM O 3awuTe
MHPOPMALMM M aTTecTaT COOTBETCTBMA B C/y4yae MOJIOKMTE/bHbIX PE3yNbTaTOB aTTeCTaLMOHHbIX
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UCMbITaHUN.

Mpn npoBegeHMM aTTeCTAUMOHHbIX WCMbITAaHUI OO0/KHbI MPUMEHSTLCA caeaylolme MmeToapl
NPoBepPOK (UCNbITaHWI):
(ab3au BBeaeH Mpukasom PCTIK Poccun ot 15.02.2017 N 27)

3KCNepPTHO-AOKYMEHTANbHbIN MeToA, NpeayCcMaTPUBAOWMIN NPOBEPKY COOTBETCTBUA CUCTEMDI
3alWmTbl  MHGOPMAUMN MHOOPMALMOHHOWM CUCTEMBI YCTAaHOBAEHHbIM TpeboBaHMAM MO 3awuTe
MHPOPMALMM, Ha OCHOBE OLEHKM 3IKCM/IYyaTaUMOHHOM  AOKYMEHTAUMWM, OPraHM3auMOHHO-
pacnopaguTenbHbIX AOKYMEHTOB MO 3awmTe MHOOPMaUMK, a TaKKe ycnoBui OYHKUMOHUPOBAHMUSA
MHGOPMALLMOHHOM CUCTEMbI;
(ab3au, BBeaeH Mpurkasom GCTIK Poccum ot 15.02.2017 N 27)

aHann3 yA3BUMOCTEN MHPOPMALIMOHHOM CUCTEMbI, B TOM YMCAE BbI3BaHHbIX HENpPaBW/IbHOM
HaCTPOIKOM (KoHdUIypMpoBaHMEM) NPOrPaMMHOro obecrneyeHns 1 cpeacTs 3aLumTbl UHPOpMaLMK;
(ab3aw, BBeaeH Mpurkazom OCTIK Poccum ot 15.02.2017 N 27)

MCMbITaHUA  CUCTEMbI  3alWMTbl  UMHbOPMAUMM  NMYTEM  OCYLUECTBNEHWS  MOMbITOK
HeCaHKLUMOHUPOBaAHHOIO AocTyna (Bo3aeicTeusa) K MHPOPMaLMOHHOW cucteme B 06X04, ee CUCTEMbI
3aWwnTbl MHGopMaLuu.

(ab3au, BBeaeH Mpurkasom GCTIK Poccum ot 15.02.2017 N 27)

17.3. [donyckaetca aTtrectrauma WHOOPMALMOHHOM CUCTEMbI Ha OCHOBE pe3y/bTaToB
aTTeCTaUMOHHbIX WCMbITaHWMIA  BblAeNEHHOTO Habopa cermMeHToB WHGOPMALMOHHON CUCTEMDI,
peanmnsyoLWmx NONHYI TeXHOA0MMI0 06paboTKn MHbopMaLmK.

B aTom ciyyae pacnpoctpaHeHue aTTectata CoOTBETCTBMA Ha APYrue cermeHTbl MHGOPMaLMOHHOM
CMUCTEMbI OCYLLECTBAAETCA MPM YCAOBUM UX COOTBETCTBMA CErMeHTaM MHPOPMALMOHHOW CUCTEMbI,
NpoLeAWMM aTTeCTaUMOHHbIE UCTIbITaHUA.

CermMeHT CYMTaeTCA COOTBETCTBYIOWMM CETMEHTY MHOOPMALMOHHOW CUCTEMbI, B OTHOLIEHWUU
KOTOPOro 66111 NpoBEAEHbI ATTECTALMOHHbIE UCMbITAHWA, ECAU AN YKA3aHHbIX CETMEHTOB YCTaHOB/IEHb!
O/ZMHAKOBbIE K/1acChl 3aLWMLLEHHOCTH, YIPOo3bl 6e30MacHOCTN MHPOPMALMU, Peann30BaHbl OAMHAKOBbIE
NPOEKTHbIE peLleHnsA No MHGOPMALMOHHOM CUCTEME U €€ CUCTEME 3aLUMUTbI UHDOPMALLUN.

CooTBeTCTBME CErMeHTa, Ha KOTOPbIA PacnpoCTpaHseTca aTTecTaT COOTBETCTBUS, CETMEHTY
MHPOPMALMOHHOM CUCTEMbI, B OTHOLLEHWUWN KOTOPOTo Obl1M MPOBEAEHbI ATTECTALMOHH ble UCMbITaHKS,
NoATBEPKAAETCA B XOAE MPUEMOYHbIX MCMbITaHWUI WMHPOPMALMOHHOM CUCTEMbI WUAM CETrMEHTOB
MHOOPMALMOHHOW CUCTEMDbI.

B cermeHTax MHGOPMaLMOHHOW CUCTEMbI, HA KOTOPbIE PacnpoCTpaHAeTcA aTTecTaT COOTBETCTBUS,
onepaTopom obecneymsaeTca cobaogeHne 3KCNNYaTALMOHHOM AOKYMEHTALMM HA CUCTEMY 3aLLMTbI
MHPopmaLummM MHPOPMALMOHHON CUCTEMBI M OPraHM3aUMOHHO-PACTIOPAANTESIbHBIX LOKYMEHTOB MO
3alLmMTe UHPOPMALLUK.

OcobeHHoOCTH aTtTecraumu MHd)OpMaLLMOHHOﬁ CUCTEMbI Ha OCHOBE pPe3y/ibTaTOB aTTECTALUNOHHbIX
NCMNbITaHUM BblOeNNeHHOIo Ha6opa ee CermeHTOoB, a TaKXe ycnosuA U NOPAOOK pPacnpoCTpaHeHUA
aTTeCTaTa COOTBETCTBUA Ha Apyrmne cerMeHTbl VIHCI)OpMaLI,MOHHOI‘/JI CUCTeMbI onpeaenAarTca B nporpamme
N MeTognKax aTTeCTallMOHHbIX UCn bITaHMl;'I, 3aKZ1I04EeHUN N aTTECTAaTE COOTBETCTBUA.

17.4. NosTopHan aTTecTauma MHGOPMALMOHHON CUCTEMbI OCYLLLECTBAAETCA NO OKOHYaHUM CPOKa
OeVicTBUA aTTecTaTa COOTBETCTBMA, KOTOPbIM He MOMKeT mnpesblwaTb 5 neT, nam nosbllWeHMs Knacca
3aWMWEHHOCTM MHGOPMAUMOHHOM cuctembl. [lpn yBennyeHUM coctaBa yrpo3 6esonacHocTu
MHPOPMALMM NN U3MEHEHUNA NPOEKTHBIX PELIEHUIA, PEATN30BAHHbLIX NPU CO34aHUN CUCTEMbl 3aLLMTbI
MHPOPMALMM UHPOPMALMOHHOM CUCTEMBI, MPOBOAATCA AOMNOJHUTENbHbIE ATTECTALMOHHbIE UCMbITaHUA
B PaMKaXx AeMNCTBYIOLWEro aTTecTaTta COOTBETCTBUA.
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(8 pea. Npukasa PCTIK Poccmm o1 15.02.2017 N 27)

17.5. Beog B pelictBne WMHOOPMALMOHHOMW CUCTEMbI OCYLLECTBAAETCA B COOTBETCTBUM C
3aKoHoZaTenbcTBOM Poccuiickon depepaumm 06 nHPopmaunmn, MHGOPMaALMOHHbLIX TEXHOAOTUAX U O
3awmte nHoopmaumm u ¢ ydetom FOCT 34.601 1 Npm HANNYMKM aTTeCTaTa COOTBETCTBUS.

17.6. UHdopmaLMOHHbIE cuUCTEMbI, GYHKLMOHMpYOWMe Ha 6ase obweit UHPpacTpyKTypbl
(cpeacTB BbIMMCAUTENBHOWN TEXHUKM, CEPBEPOB TE IEKOMMYHUKALMOHHOTO 060py0BaHNA) B KayecTse
NPUKNAOHbIX CEPBUCOB, MOA/IEKAT aTTECTALMN B COCTaBe YKa3aHHOW MHPPACTPYKTYpbI.

B cnyyae, ecnn MHOOPMaUMOHHasA cucTemMa co3gaeTcA Ha 6ase ueHTpa 06paboTKM AaHHbIX
YNO/IHOMOYEHHOrO AMLA, TaKoW LeHTp 06paboTKM AaHHbIX A0NKeH bbiTb aTTectoBaH MO Knaccy
3aLUMLLEHHOCTM HE HUMKe K/lacca 3alLMLLEHHOCTM, YCTAaHOB/IEHHOTO 418 CO343aBae MO MHGOPMALMOHHOM
CUCTEMBbI.

Mpu aTTectaunmn MHPOPMaLMOHHON CUCTEMbI [AOJIMKHbI MCMOJb3YIOTCA Pe3y/ibTaTbl aTTecTaumm
oblueit MHpacTpyKTYpbl onepatopa NMHGOPMALMOHHOM CUCTEMbI.
(n. 17.6 BBeaeH Mpukasom GCTIK Poccum ot 15.02.2017 N 27)

ObecneyeHue 3aWmTbl UHPOPMALMM B XOZEe SKCNAyaTaLmum
aTTeCTOBAHHOM MHPOPMALIMOHHON CUCTEMBI

18. Ob6ecneyeHne 3aLWMTbI UHPOPMALMM B XOAE IKCMTyaTaLMmM aTTeCTOBaHHON MHOOPMaLMOHHOM
CUCTEMbI OCYLLECTBAAETCA OMepaTopoOM B COOTBETCTBUM C 3KCM/IyaTaUMOHHOM AOKyMeHTauuel Ha
cUcTemy 3almTbl MHGOPMALIMM U OPraHM3aLMOHHO-PACNOPAAUTENIbHBIMU AOKYMEHTAMMU NO 3aluuTe
MHPOPMALMM M B TOM YMC/1E BK/TIOYAET:

ynpasneHve (agMUHUCTPUPOBAHUE) CUCTEMOWN 3alMTbl WMHPOPMaUUM  MHOOPMALMOHHOM
CUCTEMDI;

BblAB/IEeHNE MHUNOEHTOB U pearnpoBaHne Ha HUX;

ynpas/ieHne KoOHPUrypaumen attectToBaHHON MHPOPMALMOHHOM CUCTEMBI U €€ CUCTEMbI 3aLLUTbI
nHdopmaumu;

KOHTPOb (MOHUTOPUHT) 33 06ecneve HMEM YPOBHSA 3aLLMLLEHHOCTU MHPOPMALMK, COAE PrKaLLe cA
B MHGOPMALMOHHOM CUCTEME.

18.1. B xome ynpaBneHus (agMUHUCTPUPOBAHMA) CUCTEMOM 3alMTbl  MHbOPMaLMK
MHPOPMALMOHHOMN CUCTEMbI OCYLLLECTBAAIOTCA:

3aBeJeHMe W yAaNeHWe Y4yeTHbIX 3anucei nonb3oBaTenein, ynpasieHUe MNOoAHOMOYUAMM
nosnb3oBatesieli MHOOPMALMOHHON CUCTEMbBI M MOAAEpPKaHME NPaBWA pPasrpaHUYeHUa AoCcTyna B
MHOOPMALIMOHHON CUCTEME;

ynpasneHve cpeacTBaMy 3alLMTbl MHPOpMaUMM B MHOOPMALMOHHOW cucTeme, B TOM 4ucae
napameTpamm HaCTPOMKKN NPOrpammHOro obecrnedeHuns, BKAoUas nporpammHoe obecneyeHme cpeacTs
3aWmMTbl  MHOOPMALMK, yMNpaBAeHWe YYyeTHbIMWM 3anuCAMM MOAb30BaTeNei, BOCCTAaHOBAEHME
paboTocnocobHOCTH cpeacTB 3aWwmTbl MHGOPMaLUK, FeHePaLuio, CMeHY M BOCCTaHOBNEHMWE Napoiel;

YCTaHOBKa OOHOB/AEHM MporpammHoOro obecneyeHus, BK/AOYan nporpammHoe obecrneyeHue
CpeacTB 3aWmTbl MHPOPMaLMK, BbiNyCKaeMbIx paspaboTunkamm (NpomssoanTeaMm) cpeacTs 3amThl
MHPOPMALMM MU MO UX MOPYHEHMIO;

LeHTpasM30BaHHOEe ynpaBieHWe cucTemMoi 3awmTbl MHGOpMaLMN MHOOPMALMOHHON CUCTEMBI
(npun HeobxoamMmocTu);
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peructpauma ¥ aHanmM3 cobbiTMn B WHPOPMALMOHHON cUCTEME, CBA3AHHbIX C 3alUTOM
MHbopmMaumu (ganee - cobbITUA Be3onacHOCTH);

nHbopmmpoBaHMe nonb3oBaTesieir 06 yrposax 6esonacHocTU WHPOpMaUuMKM, O npasBuaax
3KCnAyaTaumm cucTemMbl 3aWwuTbl MHGOPMaLMM MHPOPMALMOHHON CUCTEMbI M OTAENbHbIX CPEeACTB
3alLmMTbl MHPOPMaALMK, A TaKKe UX 0byYeHue;

conpoBoXaeHue ¢GYHKUMOHMPOBAHUA CUCTEMbI  3aWmTbl MHPopMauMM MHDOPMALNOHHOM
CUCTEMBbI B XOA€ ee 3KCM/yaTalmm, BKT0YaA KOPPEKTUPOBKY IKCM/yaTaLMOHHON JOKYMEHTaUMKN Ha Hee
N OpraH13aLMoHHO-PacnopAANTENbHBIX JOKYMEHTOB MO 3almTe MHGopMauuu;

18.2. B XoAe BblABNEHNA MHUNOEHTOB U pearMpoBaHnA Ha HUX OCyLLEeCTBNAKOTCA:
onpeaeneHune nuu, oTBeTCTBEHHbLIX 3a BblAB/IEHNE NMHUNAEHTOB U pearnpoBaHne Ha HUX;

obHapyKeHue M UaeHTUOUKALUMA MHLMOEHTOB, B TOM YMC/Ne OTKa3oB B 06CNyKuBaHUK, cboes
(nepesarpy3ok) B paboTe TexHMYECKUX CpPeAcTB, MPOrpaMmmHoro obecneyeHusa M CPeACTB 3aUTHI
MHPOPMALMM, HapYyLIEeHMI MNpPaBUA pasrpaHUYeHuMs AO0CTyna, HenpaBOMEpPHbIX AEWCTBUIM no cbopy
MHGoOpPMaLMK, BHEAPEHMI BPEOOHOCHBIX KOMMbIOTEPHbLIX MPOrpamm (BUPYCOB) U MHbIX COBLITUN,
NPUBOAALNX K BOSHUKHOBEHMIO MHLUMUAEHTOB;

CBOEBPEMEHHOE WHPOPMMPOBAHME ML, OTBETCTBEHHbLIX 33 BbIIBIEHUE WHUMOEHTOB W
pearnmpoBaHue Ha HUX, 0 BOSHUKHOBEHUN MHLMAEHTOB B UHPOPMALIMOHHOM CUCTEME NONb30BaTENAMU U
aAMMHUCTPaTOPamMM;

dHa/1n3 UMHUMNAOEeHTOB, B TOM 4YuCne onpeageneHme WUCTOYHUKOB U MPUYNH BO3HUKHOBEHUA
MHUNOEHTOB, a TaKXKe OUueHKa nx I'IOC!'IG,D,CTBVIVI;

NAaHUPOBaHME U MNPUHATME MEP NO YCTPAHEHMIO UHLUMAEHTOB, B TOM YMC/1E MO BOCCTAaHOBAEHMIO
MHOOPMALLMOHHOW CUCTEMbI U €€ CEeTMEHTOB B C/y4Yae OTKasa B 0BCNYKMBAHMM MAKM nocne cHoes,
YCTPaHEeHUIo NOCAeACTBUIA HAapyLLEHWUA MPABUA pasrpaHMYyeHMA OCTyNa, HEMPaBOMEPHbIX AENCTBUIM NO
cbopy MHbopMaLun, BHeApeHMSA BpeAOHOCHbBIX KOMMbIOTEPHbIX NPOrPamm (BUPYCOB) U MHbIX COBLITUN,
NPUBOAALLMX K BOSHUKHOBEHWIO MHLUMAEHTOB;

NAaHMPOBAHME U MPUHATME MEP MO NPeAOTBPALLEHMIO MOBTOPHOIO BOSHUKHOBEHMA MHUNAEHTOB.

18.3. B xoae ynpaBneHWs KoHoUrypaumeit aTrectoBaHHOW WHOOPMALMOHHOM CUCTEMBI U €e
CUCTEMBbI 3aLWMTbI UHOPMALLIMM OCYLLECTBAAIOTCA:

noaaep*aHue KoHdUrypaumm nHGopmaLMoHHOM CUCTEMbI U ee CUCTEMbI 3aLLMTbl MHGOPMaLUK
(CTPYKTYpbI cUCTEMBbI 3aLLMTbI MHPOPMALMMU MHGOPMALIMOHHOWM CUCTEMbI, COCTaBa, MECT YCTaHOBKU U
napameTpOB HACTPOWMKK CPeaCTB 3aWmTbl MHGOPMaLUK, MPOorpaMmMHOro obecnedyeHnsa U TEXHUYECKUX
CpeAcTB) B COOTBETCTBMM C 3KCMAYaTaLUMOHHOW AOKYMEHTauMen Ha cucTemy 3almtbl MHpopmMaLmm
(noapeprkaHve 6a3oBol KoHOUrypaumm WMHOOPMALMOHHON CUCTEMBI M €€ CUCTEMbI 3alUMTbl
MHbopMaLmK);

onpegeneHne nuU, KOTOPbIM paspelleHbl AeWUCTBUA MO BHECEeHMI0 M3MeHEeHUM B 6as30BylO
KOHOUrypauuo MHGOPMaLUMOHHOM CUCTEMbI U ee CUCTEMbI 3aLLMUT bl UHOPMALLMK;

ynpasneHme MaMeHeHUAMM 6a30BOIN KOHPUIypaLnm MHGOPMaALIMOHHON CUCTEMBI U €€ CUCTEMDI
3alWmMTbl MHPOpPMALUK, B TOM YMCIe oOnpeneseHne TUMOB BO3MOMKHbLIX WM3MEHeHWNn 6Gasosoi
KOHUrypaumm MHPopMaLMOHHON CUCTEMbI U ee CUCTEMbI 3aLLUTbl MHPOPMALUKM, CAHKUMOHUPOBaHME
BHECEHMA U3MEHEHWUI B 6a30BYI0 KOHOUIYPaALMIO MHGOPMALMOHHOW CUCTEMBI U €€ CUCTEMbI 3aLLMUTbI
MHbOPMALMN, AOKYMEHTUPOBAHNE AENCTBUA MO BHECEHWUIO M3MEHEHUN B 6a30BY0 KOHUrypaumto
MHPOPMALMOHHOM CUCTEMbI U €€ CUCTEMbI 3aLLUTbI MHPOPMALMKM, COXPAHEHME AAHHbIX 06 U3MEHEHUAX
6a30BoOM KOHPUrypaumm MHGOPMALMOHHOM CUCTEMbBI U €€ CUCTEMbI 3aLWLMTbl MHPOPMALIMKN, KOHTPO/b



OENCTBUA NO BHECEHUID U3MEHEHW B 6a30Byl0 KoHUrypauutio MHOOPMALMOHHOM CUCTEMBI U ee
CUCTEMBbI 3aWUTLI MHOPMALNK;

aHaNN3 NOTEeHUMaNbHOro BO3AENCTBMA MaHMPYEeMbIX M3MEHEHWM B 6a30BOM KOHUrypauum
MHOOPMALIMOHHON CUCTEMBI W €e cUCTeMbl 3awWuMTbl MHPOpPMALMKM Ha obecneyvyeHwe 3aLUThbI
WHPOPMALMM, BO3HMKHOBEHWE  AOMOJIHUTE/IbHbIX  yrpo3  6e3onacHoCcTM  WHPOpmaALMKM U
paboTocnocobHOCTb MHPOPMALIMOHHOM CUCTEMbI;

onpeaeneHne napameTpoB HACTPOWKWM MporpammHoro obecrneyeHus, BKAOYaA NPorpammHoe
obecnevyeHne cpeacTs 3alWUTbl MHPOPMALIMM, COCTaBa U KOHOUIypaLUMU TeXHUYECKUX CPeacTB U
NporpaMmmHoro obecrneyeHuns A0 BHeCEHUA U3MEHEHWI B 6A30BYH0 KOHOUIYPaLMIO MHGOPMALM OHHOM
CUCTEMbI U €€ CUCTEMbI 3aLLMTbI MHbOPMaLUnK;

BHeceHue MHPopmauum (JaHHbIX) 06 3MeHeHUaxX B 6a30B0OI KOHOUTYpaLUKn MHPOPMaLMOHHOM
CUCTEMbBI U €e CUCTEMbI 3alUMTbl MHPOPMALUK B IKCMAYATALMOHHYIO AOKYMEHTALMIO Ha CUCTeMy
3aLWMTbl MHPOPMALUM MHGOPMALMOHHOM CUCTEMBI;

NPUHATUE pelleHnAa Mo pe3ynbTaTaM ynpaBieHMA KOHPUrypaumein o NOBTOPHOM aTTecTauum
MHPOPMALMOHHOM CUCTEMbI UM MPOBEAEHUN AOMNONHUTENbHbIX aTTECTALMOHHbIX UCMbITAHWUNA,

18.4. B xoae KOHTpoAA (MOHUTOPMHrA) 3a obecrneyeHneM YPOBHSA 3aLLMLLEHHOCTU MHPOPMALLMK,
coZieprraLLeiica B MHGOPMALMOHHOM CUCTEME, OCYLLLE CTBASIOTCA:

KOHTPO/Ib 32 COBbITUAMM 6e30MacHOCTU U AeUCTBMAMM Mob3oBaTesiei B MHPOPMaLNOHHOM
cucTeme;

KOHTPO/b (aHaNM3) 3aWmLEHHOCTN MHOOPMALMK, COAEPrKaLLENCa B UHPOPMALIMOHHOM CUCTEME;

aHanM3 M oueHKa OYHKUMOHMPOBAHMA CUCTEMbI 3aWmTbl MHGOPMALMK MHPOPMALMOHHON
CUCTEMBbI, BK/IOYAA BbIIBNEHME, aHANN3 U YCTPaHEHME HeAO0CTaTKOB B GYHKUMOHUPOBAHUU CUCTEMDbI
3aWMTbl MHPOPMALUUM MHDOPMALMOHHOM CUCTEMBI;

nepuoanyYecknin aHanmM3 M3mMeHeHus yrpo3 6esonacHoCcTM MHPopMauumn B MHPOPMALMOHHOM
cUcTeme, BO3HMKAKOLWIMX B XO4€E €e 3KCMyaTauuu, U NPUHATUE Mep 3alLMTbl MHOPMaUMK B C/lydae
BO3HWKHOBEHMSA HOBbIX Yrpo3 6e30NacHOCTU MHbOPMALUW;

OOKYMEHTUPOBaHMe Mnpoueayp W pes3ynbTaToB KOHTPoAns (MOHWUTOPUHra) 3a obecrneyeHuem
YPOBHA 3aLUMLLIEHHOCTN MHPOPMaLIMM, CoaepXKaLleinca B UHGOPMALLMOHHOW cucTeme;

NPUHATME pelleHMa Mo pe3yabTaTaM KOHTPOAA (MOHWMTOPWMHra) 3a obecneyeHMeEM YpPOBHS
3aWMLLEeHHOCT MHPopmaumMn o aopaboTke (MoaepHM3auMKM) cucTeMbl 3aWmUTbl  MHDOPMaLMK
MHOOPMALIMOHHOM CUCTEMbI, MOBTOPHOM aTTectaumMm UHGOPMALMOHHON CUCTEMbI AN NpPOBeAEHUMU
AOMOJIHATEIbHBIX aTTECTALUMOHHbIX UCMbITAaHUN.

Ob6ecneyeHue 3aWmTbl UHPOPMALMM NPU BbIBOAE U3 IKCMIyaTaumm
aTTeCcToBaHHOM MHGOPMALUMOHHOW CUCTEMbI USTU NOCAE NPUHATUSA
peLwweHna 06 oKoHYaHMM 06paboTKKN MHPOPMaLMK

19. ObecneyeHune 3awmuTbl MHOOPMAUMKW MNPU BbIBOAE M3 IKCMJyaTauMuM aTTecTOBAHHOM
MHOOPMALMOHHOWN CUCTEMbI UM MOC/E NPUHATUA pelleHMa 06 OKOHYaHUKM 06paboTKN HPopMaLmm
OCYLLLECTBNAETCA OMEepaTopoM B COOTBETCTBMM C 3IKCM/YaTAUMOHHOM AOKYMEHTauMen Ha cuctemy
3aWmTbl  MHPOpMaLMM  MHPOPMAUMOHHOM CUMCTEMbI M OPraHM3aLMOHHO-PACNOPAAUTEIbHBIMM
AOKYMEHTaMM Mo 3almTe MUHGOPMALIMM U B TOM YUC/IE BK/OYAET:

apxuBupoBaHMe MHPOPMaLMK, COAE PKALENCA B MHOOPMALMOHHOW CUCTEME;



YHUUYTOXKEHUE (CTMPAHME) AaHHbIX M OCTaTOYHOW WHOOPMALMM C MALIMHHLIX HOCUTenel
MHbOPMaLMU U (UNTN) YHUUTOXKEHME MALLUMHHBIX HOCcUTe e MHGopmaLnn.

19.1. ApxuBupoBaHMe MHOOPMALMK, COAeprKallelcs B MHPOPMALLMOHHOW CUCTEME, OOJIKHO
OCYLLECTBNATLCA MPU HEOBXOAMMOCTU AaNbHEMLWEro UCNOb30BaHUA MHGOPMaAUUKN B AEATENbHOCTU
onepaTopa.

19.2. YHUUTOXKEHUE (CTUpaHMe) AaHHbIX M OCTaTOYHOM MHOOPMALMKN C MALLUMHHbIX HOCUTenew
MHbOpPMaLMM NPOU3BOAUTCA NPU HEOBXOAMMOCTM MNepesaynm MAWWMHHOMO Hocutena uMHdopmauum
ApYyromy nosb3oBaTesto MHPOPMALUMOHHOM CUCTEMbBI UAM B CTOPOHHME OPraHU3aUMKU N8 PEMOHTA],
TEXHUYECKOTO OBCNYKMBAHUA UMY AaNIbHENLLETO YHUYTOMKEHUA.

Mpu BbIBOAE U3 SKCMIYaTaALMM MALLMHHbBIX HOCUTe el MHbOPMaLMK, HAa KOTOPbIX OCYLLLE CTBAINCD
XpaHeHue u 0bpaboTKa MHbOPMaLMK, OCYLLECTBAACTCA GU3NYECKOE YHUUTOXKEHME 3TUX MALUMHHbIX
HocuTenen MHGopmaumu.

[ll. TpeboBaHMA K Mepam 3aLnTbl UHGOPMALLMK, COAE PHKaLLE NCA
B MHOOPMALMOHHOM cUcTeme

20. OpraHu3auMoHHbIE W TeXHUYEeCcKMe Mepbl 3aWwuTbl MHPOPMAUUKM, peanunsyemble B
MHOOPMALMOHHOIN CUCTEME B PAaMKaX €e CUMCTEMbI 3alWmTbl MHPOPMALMMK, B 3aBUCUMOCTU OT yrpo3
6e3onacHOCTM  MHGOPMALMKU, UCMNONb3YEMbIX MHPOPMALMOHHBIX TEXHONOIMA U CTPYKTYPHO-
DYHKUMOHANbHbIX XapaKTe PUCTUK MHGOPMALMOHHOWM CUCTEMbI A0/1KHbI 06ecneymBaTh:

NAeHTUPUKaLMIO M ayTEHTUDUKaLMIO CyObeKTOB AOCTYNA M 0OBEKTOB AOCTYNA;
ynpasaeHue 40CTYNoM CyObeKTOB ZOCTyNa K 06beKTam 4OCTyna;
orpaHMYeHue NPOrpamMmmMHON cpeabl;

3aLLMTY MaLLMHHbIX HOCUTenelt MHdopmMauuu;

perncrpaumio cobbiTnin 6esonacHocTy;

QHTUBMPYCHYHO 3aLLUTY;

obHapyeHue (NpegoTBpalleHME) BTOPIKEHNN;

KOHTPOAb (aHaNu3) 3aWMLLLEHHOCTU MHPOPMaLU;

LLe/IOCTHOCTb MHGOPMALMOHHOW CUCTEMbI M MHPOPMALMK;

AOCTYNHOCTb UHPOPMaLMK;

3aLWMTY cpeabl BUPTYanusaumu;

3aLLMTY TEXHUYECKUX CPEeACTB;

3aLWMTY MHGOPMALMOHHOW CUCTEMBI, €€ CPEACTB, CUCTEM CBA3W U Nepesayn AaHHbIX.

CoctaB mep 3awWmTbl MHOOpPMaUMM U UX DHasoBble Habopbl 415 COOTBETCTBYHOWMX KIacCOB
3aLLUMLLE HHOCTU MHPOPMALIMOHHbBIX CUCTEM NPUBEAEHbI B NTpuioxKeHMM N 2 K HacToalwmm TpeboBaHuMAM.

20.1. Mepbl No MaeHTUOMKALMU U ayTeHTUDUKAUMKN cyObEKTOB AOCTYNa M 06bEeKTOB AOCTyNna
OOJIKHbI obecneumBaTb MNpUCBOEHME cybbeKTam M ob6beKkTam [O0CTyna YHWKANbHOTO MpU3HaKa
(npeHTUdMKaTOpa), cpaBHEHME NpeabABAAEeMOro cybbekTom (06beKTOM) AoCTyna naeHTUGUKaTo pa ¢
nepeyHeM NPUCBOEHHbIX MAEHTUPUKATOPOB, a TaKKe NPOBEPKY NPUHAANEKHOCTU CYObEKTY (06BbEKTY)



[0CTyna npeabasaeHHOro MM naeHTuduKaTopa (noarsepxaeHue nogJANHHOCTK).

20.2. Mepbl MO ynpaBAeHUO AOCTYNOM CyO6beKTOB A0CTyna K ob6beKTam A0CTyna AONXHbl
obecneynBaTb ynpasieHWe nNpaBamu uU NpuBMaernammn cybbekToB AOCTYNa, pasrpaHUYeHne AOCTyNa
CyOBEKTOB A0CTYNA K 06beKTam AOCTYMNa Ha OCHOBE COBOKYMHOCTM YCTaHOB/IEHHbIX B UHGOPMALLMOHHOM
cUCTeME NPaBuAa pasrpaHMYeHUA 4OCTYNA, @ TaKKe 06ecneymBaTb KOHTPOAb COBNOAEHMA ITUX NPABUA.

20.3. Mepbl NO OrpaHUYEHUIO MPOrPaMMHON cpeabl AONXKHbI 0becneymBaTb YCTaHOBKY U (1)
3anNycK TO/IbKO Pa3pelleHHOro K MCNo/b30BaHUIO B WMHPOPMALMOHHOW CUCTEME NPOrPaMMHOro
obecrneyeHMa WAN WUCKAOYATb BO3MOMKHOCTb YCTaHOBKM WM (MAM) 3anycka 3anpelieHHoro K
MCNoNb30BaHMIO B UHPOPMALMOHHOM cMcTEME NMPOrpamMmMHOro obecneyeHus.

20.4. Mepbl No 3allMTe MaLLMHHbIX HOcUTenen nHoopmaumm (cpeacTsa 06paboTkmM (XxpaHeHus)
MHGOPMaLMK, CbeMHble MallMHHble HocuTenu WMHOOPMALMKM) AOMKHbI UCKAOYATb BO3MOXHOCTb
HeCaHKLUMOHMPOBAHHOIO AOCTYMa K MallMHHbIM HOCUTENAM M XPaHALWENCA Ha HUX MHbopMaumu, a
TaKKe HeCaHKUMOHMPOBAHHOE UCMO/1b30BaHNE CbEMHbIX MaLLUHHbIX HOCUTeNen MHbopMaLnN.

20.5. Mepbl no perucrpaumm cobbiTuii 6esonacHOCTU A0JIKHbI obecrneynBaTb cH6op, 3anuch,
XpaHeHue u 3awmTty nHdopmaumm o cobbiTuax 6esonacHoCTU B MHGOPMALMOHHOM CUCTEME, a TaKKe
BO3MOXHOCTb NPOCMOTpPa U aHaNn3a UHPOPMALMM O TaKUX COBLITUAX U PpearnpoBaHme Ha HUX.

20.6. Mepbl N0 aHTUBUPYCHOW 3aLLMTe JOIKHbI 06ecneynBaTb 06HapyKeHWe B UHGOPMALLMOHHOM
cMcTEME KOMMbIOTEPHbIX NPOrpamm IM60 MHOM KOMMNbIOTE PHOM MHPOP MaUMK, NpeaHa3HaYeHHOM AN
HeCaHKLUMOHNPOBAHHOTO YHUUTOKEHUS, BTIOKMPOBaHMA, MOAMOUKALMM, KONNMPOBAHMA KOMMbIOTEPHOW
MHbOPMALMM UNN HEWUTpPANU3aUMK CPeacTB 3alMTbl MHPOpMAUMKM, a TaKkKe pearMpoBaHMe Ha
06HapyKeHME 3TUX MPOrpamMmm 1 UHGOPMALUN.

20.7. Mepbl no obHapyxeHuo (NpeaoTBPaLLEHUIO) BTOPXKEHUIM [OOMKHbI obecneymBaTb
obHapyKeHne p[AencTBuih B MHPOPMAUMOHHOM cUCTEME, HaMnpaBAEHHbIX Ha NpeAHaMepeHHbIN
HECAaHKUMOHUPOBAHHbIN A0CTYN K MHPOPMaLMK, CleupnanbHble BO3AEUCTBMA Ha MHPOPMALMOHHYIO
cucTemy n (Mnm) MHopmaLmio B Lenax ee A06biBaHUA, YHUUTOXKEHUA, UCKAXKEHUA U BNOKMPOBaAHUA
A0CTyna K MHPOpMaLMK, a TaKKe pearnpoBaHWe Ha 3TU AEUCTBUS.

20.8. Mepbl NO KOHTPO/K (aHanM3y) 3aWMWEHHOCTU WMHPOPMALMKU A0NKHbI obecneymBatb
KOHTPO/b YPOBHSA 3aLUMLLEHHOCTU MHDOPMALMK, COoAepKaLLenca B UHPOPMALMOHHOM cucTeMe, NyTem
npoBeAeHUs MePONPUATUIA MO aHANN3ZY 3ALUNLLEHHOCTU MHPOPMALMOHHOM CUCTEMbI U TECTUPOBAHUIO
€€ CUCTeMbI 3aLWmTbl MHGOPMALUN.

20.9. Mepbl no obecneyeHmto LeN0CTHOCTU MHGOPMALMOHHOW CUCTEMbI M MHPOPMALLMM A0JKHbI
obecrneumBaTb  ObOHapyXeHWe  (aKTOB  HECAHKLUMOHMPOBAHHOIrO  HapyWeHMA  LLeNIOCTHOCTM
MHOOPMALIMOHHON CUCTEMbI W coAepKaweica B Hel WHOOpMaLMKW, a TaKXKe BO3MOXKHOCTb
BOCCTaHOBAEHUA MHOOPMALMOHHOM CUCTEMbI U COAE PKaLLEca B Hell HGOpMaLUMN.

20.10. Mepbl no obecneyeHUo AOCTYNHOCTM MHOOPMAUMM  [OJKHbI  obecneymBaTtb
aBTOPU30BaHHbIA AOCTYN MO/Ab30BaTeNEN, MMEKLMX MpaBa Mo TakKoMy AO0CTyny, K MHbopmauuu,
cogep:Kawencs B  MHPOPMALMOHHOMW CUCTEME, B LWITAaTHOM pexume  PYyHKLUMOHUPOBAHUSA
MHOOPMALMOHHOMN CUCTEMDbI.

20.11. Mepbl no 3awmTe cpedbl BUPTyanM3auumn OOKHbI UCKAOYATb HECAHKUMOHUPOBAHHbI
foctyn K mHdopmaumn, obpabaTbiBaemolrt B BUMPTYasibHOW MHOPACTPYKTYpE, U K KOMMOHEHTam
BMPTYa/ibHOM MHPPACTPYKTYPbI, a TaKKe Bo3gencTBmMe Ha MHOPMALMIO M KOMMNOHEHTbI, B TOM YnUCae K
CpeacTBaM  ynpaBNeHWUA BUPTYaNbHOM  MHOPACTPYKTYPOW, MOHWUTOPY BUPTYasibHbIX MaLUUH
(rvnepBuK3opy), cucTeme XpaHeHWUA JaHHbIX (BKAtOYas cUCTeMy XpaHeHua ob6pasoB BUPTYanbHOWN
MHOPACTPYKTYpPbI), CETU nepefaynm fOaHHbIX Yepes3 3/eMeHTbl BUPTyasnbHOW wuau  ¢usmyeckomn
NHPPACTPYKTYPbl, FOCTEBLIM OMEPALMOHHbIM CUCTEMAM, BMPTYaAbHbIM MalWHaM (KOHTelHepam),
cUCTEME WU CETU pPEenuKaumu, TEPMUHANbHLIM M BUPTYaNbHbIM YCTPOMCTBAM, a TaKkKe cucteme



pe3epBHOro KONMpoBaHUA N CO340aBaeMbIM €10 KOMUAM.

20.12. Mepbl MO 3alWMTe TEXHUYECKUX CPeaCTB AO/IKHbI MUCKA0YATb He CAHKUMOHWPOBaHHbIM
AOCTYN K CTaUMOHApHbIM TeXHUYEeCKUMM cpefcTBam, obpabaTtbiBalowmm MHPOpMaLMio, cpeacTBam,
obecneunBaowmm GyHKUMOHMPOBAHNE MHPOPMALIMOHHON cnucTeMsbl (Janee - cpeacTsa obecneyvyeHus
dYHKUMOHMPOBaHUSA), U B MOMELLEHMSA, BKOTOPbIX OHM MOCTOAHHO PACMOIOMKEHbI, 3aLUMUTY TEXHUYECKUX
CpeAcTB OT BHELWHWX BO3AENCTBMIA, a TaKKe 3awuTty WHbOpmauuu, npeactaBfieHHON B Buae
MHPOPMATUBHbBIX 3N1E€KTPUYECKUX CUTHANOB U PU3NYECKUX MOEN.

20.13. Mepbl no 3awmTe UHPOPMALMOHHOM CUCTEMBI, €e CPeACTB, CUCTEM CBA3M U Nepenayvu
JaHHbIX [0/KHbl obecneymBaTb 3aWMTy MHOOPMaLMKM NpU B3aMMOZEMNCTBUM MHOOPMALMOHHOM
CUCTEMBbI UTN ee OTAEJIbHbIX CEFMEHTOB C MHbIMU MHPOPMALMOHHBIMM CUCTEMAMMU U MHPOPMALMOHHO -
TENEKOMMYHMKALMOHHbIMU CETAMU MOCPEACTBOM MPUMEHEHUA aAPXUTEKTYPbl UHPOPMALMOHHOM
CUCTEMBbI, MPOEKTHBIX PELLEHMI MO €€ CUCTEME 3aLUMUTbl MHOOPMALLMK, HanpaBNeHHbIX Ha obecneyeHne
3aLWMTbl MHPOPMALUN.

21. Bbibop mep 3aLumTbl MHPOPMaLMK ANA UX peann3aumm B MHGOPMaLMOHHOW CUCTEME B PaMKax
ee CUCTEMbI 3aLUTbl MHGOPMALMN BKNIOYAET:

onpeaeneHne 6asoBoro Habopa mep 3aWUTLl MHPOPMALMM O/18 YCTAaHOBNEHHONO K/acca
3aLUMLLEHHOCTU MHPOPMALMOHHOM CUCTEMbI B COOTBETCTBUM C 6a30BbIMM Habopamu Mep 3aluThbl
MHPOPMaLMK, MPUBELEHHBIMK B NpuaoxKeHMM N 2 K HacToAwmMm TpeboBaHUAM;

ajantaumio 6asoBoro Habopa Mep 3aWUTbl UHPOPMALMM MPUMEHUTENBHO K CTPYKTYpPHO-
OYHKLMOHANbHBIM XapaKTePUCTMKAaM MHPOPMALMOHHOM CUCTEMbI, MHPOPMALMOHHBIM TEXHONOTUAM,
0cobeHHOCTAM PpYHKUMOHUPOBAHUA MHPOPMALMOHHOM CUCTEMbI (B TOM YMCe NpeaycMaTpUBaloLLYHO
UCKNtoYeHne n3 6a3oBoro Habopa mep 3aWmTbl MHGOPMALMM MEpP, HENOCPEACTBEHHO CBA3AHHbIX C
MHPOPMALIMOHHBbIMM  TEXHONOIUAMM, HE WCMONAb3yeMbIMU B WHPOPMALMOHHON CUCTEME, WAU
CTPYKTYPHO-YHKLMOHANbHbIMU XapaKTe PUCTMKAMM, HE CBOMCTBEHHbIMU MHPOPMALMOHHOM cucTeEME);

YTOYHEHME afanTUPOBaHHOro 6a3oBoro Habopa mep 3aWUTbl MHPOPMALMM C YyYETOM He
BblIOpaHHbIX paHee mep 3aWmMTbl MHGOPMAUUKM, NPUBEAEHHbIX B MpUIoKeHUM N 2 K HacToAwmMm
TpeboBaHMAM, B pe3ynbTaTe Yero onpefensAlTca mMepbl 3aWuTbl MHGOP MauuKn, obecnedunsatowme
610KMpOBaHWE (HENTPANM3aLMIO) BCEX Yrpo3 6e30MacHOCTM MHPOPMALLMM, BKAKOUYEHHbIX B MOZENb
yrpo3 6e3onacHoct uHbopmaLmu;

[AOMO/IHEHME YTOYHEHHOro aganTMpoBaHHOro 6a3oBOro Habopa Mep 3awWwmTbl MHPOPMaLUK
Mepamu, obecneynBaloLLIMMKN BbINOAHEHME TPeboBaHUI O 3awWuTe MHGOPMALMK, YCTAHOBAEHHbIMM
WHbIMW HOPMATUBHbIMM NPABOBLIMW aKTaMM B 061aCTK 3aLLMTbl MHGOPMALMK, B TOM Yucie B 06nacTu
3alLUMTbl MEPCOHANbHbIX AAHHbIX.

Ona Bblbopa mep 3awmTbl MHPOPMAUUKM [N COOTBETCTBYHOLWEIO Knacca 3alMLLEeHHOCTU
MHOOPMALIMOHHON  CUCTEMDBI  MPUMEHAIOTCA MeTOoAMYECKME  OOKYMEHTbl, pas3paboTaHHble U
yTBepaeHHble ®CTIK Poccnn B cooTBeTCTBUM C NognyHKTOM 4 nyHKTa 8 NonoxxeHuna o PegepanbHol
cnyxbe No TeXHMYECKOMY M SKCMOPTHOMY KOHTPOJIH0, yTBE PXRAEHHOro YKasom lMNpesngeHTa Poccuinckoit
depepaunm ot 16 aBrycta 2004 r. N 1085.

22. B WHbOpMALMOHHOM cUCTEME COOTBETCTBYIOWLErO K/aacca 3alUMLEHHOCTM B pamKax ee
CUCTEMBbI 3aLUMTBI UHPOPMALMM A0 KHbI ObITb Peasn30BaHbl Mepbl 3aLWNUTbl UHPOPMALLMK, BbIOpaHHbIE
B COOTBETCTBMM C MyHKTOM 21 HactoAwmx TpeboBaHui M obecneuymBatowme OA1OKMPOBAHUE
(HeMTpanmsayuio) Bcex yrpo3 6esonacHocTM MHGopmaLmm.

Mpn 3ToM B WHOOPMALMOHHON cUCTEME [O/KEH ObiTb, KakK MWHUMYM, pPeann3oBaH
afanTUPOBaHHbIN 6a30BbIA Habop Mep 3aWwmTbl UHGOPMALMKU, COOTBETCTBYIOLWMIA YCTaHOBIEHHOMY
KNaccy 3aWmeHHOCTM MHGOPMALMOHHOM CUCTEMBI.
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23. Tpy HEBO3MOMHOCTWU peanusaunm B MHPOPMALMOHHOW cCUCTEME B PaMKax ee CUCTeMbl
3aWmThl MHOOPMALMKN OTAENbHbLIX BbIGPaHHbLIX Mep 3alWmMTbl MHPOPMaUMM Ha 3Tanax aganTaumu
6a3oBoro Habopa mep 3almMTbl HGOPMALMM MU YTOUHEHMA aAanTUpoBaHHoro 6asosoro Habopa mep
3alMTbl MHGOPMALUU MOTYT pa3pabaTbiBaTbCA MHblE (KOMMNEHCUPYIOLLME) MepPbI 3aLLMTbl MHPOPMaLMHK,
obecneuynBalolme ageKkBaTHoe 610KMpoBaHKe (HenTpanmnsaymio) yrpos 6e3onacHoCcTM MHGopMaLmu.

B aTom cnyyae B xoge pa3paboTku cucTeMbl 3aLmTbl MHGOPMALUM MHDOPMALMOHHOM CUCTEMBI
[OOJIKHO 6bITb NpoBe e HO 060CHOBaHWE NPUMEHEHMA KOMMEHCUPYOLWNUX MEP 3alWmUTbl MHGOPMaUMK, a
NPy aTTeCTALMOHHbIX UCMbITaHMAX OLEHEHA AOCTAaTOYHOCTb M aAEKBAaTHOCTb AAHHbIX KOMMEHCUPYHOLMX
Mep Ana 610KMPoBaHUA (HelTpanmsaumm) yrpos 6e3onacHoCTM MHGOPMaLMK.

24. Mepbl 3aWwmTbl MHPOPMALUM BbIBMPAOTCA U peanmnsyoTca B MHPOPMALMOHHON cucteme B
paMKax ee CMCTeMbI 3aLLMTbl MHGOPMALUK C y4eTOM yrpo3 6e30nacHOCTU MHPOPMALMM NPUMEHUTE/IBHO
KO BCeEM 06BbeKTam M cybbeKkTam AOCTyna Ha anmnapaTHOM, CUCTEMHOM, MPUKIAOHOM U CeTeBOM
YPOBHSX, B TOM YMCAE B CpeAe BUPTYaAN3aLMM U 061a4HBIX BbIYUCIEHWIA.

25. OpraHu3auMOHHble Mepbl U CcpeacTBa  3alWUTbl  MHPOPMaUUKM, MNPUMEHSEeMble B
MHGOPMaLIMOHHOW CUCTEME, AONKHbI 0b6ecneuynsaTsb:

B MHOOPMALIMOHHBIX cucTemax 1 Knacca 3aWMWEHHOCTU - 3alWuTy OT yrpo3 6e3onacHocTu
nHdopMaLmMn, CBA3AHHbIX C A€ NCTBUAMM HAPYLUMTENEN C BbICOKMM NOTEHLMANOM;

B MHPOPMALMOHHBIX CUCTEMAX 2 Kaacca 3aWMWEHHOCTM - 3aWmMTy OT yrpo3 6e3onacHoCTy
MHPOPMALMK, CBA3AHHbBIX C e ACTBUAMM HapYyLLUMTEIEN CMNOTEHUMANOM HE HUXKE YCUIeHHOoro 6a3oBoro;

B MHGOPMALIMOHHbBIX CUCTeMax 3 Kjacca 3allMILEHHOCTM - 3alMTy OT yrpo3 6e30nacHoCTu
MHGOPMaLMK, CBA3AHHbIX C AEACTBMAMMU HapyLUUTENEN C NOTEHLMANOM He HMUe 6a30B0ro.

MoTeHuMan HapylwuTenen onpeaenaeTcs B X04e OLLEHKN UX BO3MOXKHOCTEM, MPOBOAMMON Npu
onpegeneHun yrpos 6es3onacHoCcTM MHOOPMaUMM B COOTBETCTBMM C NyHKTOM 14.3 HacTosLmx
TpeboBaHui.

OnepaTopom MOKeT BbiTb MNPUHATO pellieHWe O NPUMEHEHUN B UHPOPMALMOHHON cucTeme
COOTBETCTBYIOLLEIO KNacca 3alMWEeHHOCTM Mep 3aluTbl MHbopMaLuKn, obecneymBaloWwmx 3awmTy ot
yrpo3s 6e3onacHocT1 MHGOPMaLLMM, peanunsyemMblix HapyLwmTenamm c 6onee BbICOKUM MOTEHLMANOM.
(n. 25 B pea. Mpukasa GCTIK Poccunm ot 15.02.2017 N 27)

26. TexHUYecKMe Mmepbl 3aWmUTbl MHGOPMaLMKN peanmnsyroTca NocpeacTBOM NPUMeHeHUA CPpeacTs
3aLWMTbl MHGOPMaALUK, B TOM YMC/IE MPOrPaMMHbIX (MPOrpamMmmMHO-annapaTtHbIX) CPeacTs, B KOTOPbIX OHU
peann3oBaHbl, UMeloLWMX Heobxoammble GpyHKUMKM BesonacHocTu. Mpu aTom:

B MHQPOPMAULMOHHbIX cucTeMax 1 Knacca 33lMLLEHHOCTM MPUMEHSIOTCA CpPeacTBa 3alUmMThl
MHGOPMALMM He HUKe 4 KNacca, a TaKKe CPeACTBa BblYUCIUTENBHOWM TEXHUKM HE HUKe 5 Knacca;

B I/IHd)OpMaLI,VIOHHbIX CUCTEMAX 2 Knacca 3alMLLEHHOCTH NMPUMEHAIOTCA CpeacTBa 3allinTbl
VIHCI)OpMaLI,MM He HUXKe 5 Knacca, a TakKe cpeacTsa BbIYNC/INTENBbHOM TEXHMKM HE HUXKe 5 Knacca;

B MHPOPMALMOHHbIX CUCTEMAxX 3 Kjacca 3alWMLIEHHOCTM MNPUMEHAIOTCA CpeacTBa 3aliuThbl
MHPopMaLMK 6 Knacca, a TakKe CpeacTBa BbIYMCAUTEIbHON TEXHUKKN He HUMKe 5 Knacca.

B nHPOpMaUMOHHbIX cucTemMax 1 M 2 KNaccoB 3aMLLEHHOCTU NMPUMEHAIOTCA CPEACTBA 3alLMTbI
MHPOpMALMM, npolweslre MNPOBEPKY He HU¥Ke 4YemM no 4 ypoBHIO KOHTPOAS OTCYTCTBMSA
HeAeKNapMpPOBaHHbIX BO3MOYKHOCTE .

Knaccbl 3aWmTbl onpeaensanTca B COOTBETCTBMU C HOPMATMBHbIMW NPaBoBbiMK akTammn PCTIK
Poccuun, nsgaHHbIMK B COOTBETCTBUM € NoanyHKTom 13.1 nyHKTa 8 MNonoxkeHus o PenepanbHol cnykbe
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No TEXHMYECKOMY W 3IKCMOPTHOMY KOHTPO/IO, yTBEpXKAeHHOro Ykasom [lpesngeHta Poccuiickoin
depepaunm ot 16 asrycta 2004 r. N 1085.

B  WMHOOPMALMOHHBIX  CUCTEMAX  MPUMEHAOTCA  CPeacTBa  3alWmTbl  MHbOpMaLMK,
cepTPUUMPOBAHHbIE HA cooTBETCTBME 0b6s3aTeNbHbIM TpeboBaHUAM No 6e3onacHOCTM MHpOPMaLMMK,
ycTaHoBneHHbim PCTIK Poccum, mam Ha cooTBeTcTBME TpebOBaHWAM, YKa3aHHbIM B TEXHWYECKUX
ycnosuax (3agaHusax no 6esonacHoctu). Mpu aTom GyHKUMM 6E30MacHOCTM TaKUX CPeacTB LOKHbI
obecneynBaTb BbINOJHEHWNE HACTOALUMX TpeboBaHWIA.

(n. 26 B pepg. Mpukasa PCTIK Poccum ot 15.02.2017 N 27)

27. B cnyyae 06paboTkKM B WHOOPMALMOHHON cucTeMe WHPOPMaUmMK, codeprKallen
nepcoHanbHble AaHHble, peannsyemble B COOTBETCTBUM C NyHKTamu 21 n 22 Hactoswmx TpeboBaHMi
Mepbl 3aLWMTbl MHGOPMALUN:

ana MHopMaLMOHHON cucTembl 1 Knacca 3awmweHHocTn obecneuunsaloT 1, 2, 3 U 4 ypOBHMU
3aLMLLEHHOCTU NEPCOHANbHbIX AaHHbIX <1>;

<1> YcTaHaBnMBaeTCA B COOTBETCTBUM C TpebOoBaHUAMM K 3aLLMTE NePCOHaNbHbIX AaHHbIX MPU UX
06paboTKe B UHPOPMALIMOHHbIX CUCTEMAX NEPCOHANbHbIX AaHHbIX, YTBEPXKAEHHbIMU NOCTaHOB/EHUEM
MpaButenbcTBa Poccninickoit Pepepaunn ot 1 Hosbps 2012 . N 1119.

ANnA NHPOPMALMOHHOM CUCTEMbl 2 Kiacca 3awmeHHocT obecneumsatoT 2, 3 U 4 ypoOBHM
3aLLUMLLEHHOCTM NEPCOHANbHbIX AaHHbIX <*>;

ana MHOOPMaUMOHHON cucTembl 3 Knacca 3allMulieHHOCTM obecneumnsaloT 3 U 4 ypOBHM
3aLLUMLLEHHOCTU NEPCOHaNbHbIX AaHHbIX <*>;

ab3aL, uckntoyeH. - Npurkas PCTIK Poccnm ot 15.02.2017 N 27.

28. Mpy MCNob30BaHUKN B MHGOPMALMOHHBIX CUCTEMAX HOBbIX MHPOPMALMOHHbIX TEXHONOTUI U
BbIABAEHWMN AOMNOIHUTEIbHBIX YIPO3 6€30MacHOCTM MHPOpMaLUK, ANA KOTOPbIX HEe onpeaesieHbl Mepbl
3alWMTbl MHGOPMALMK, JOMKHbI Pa3pabaTbiBaTbCA KOMMEHCUPYIOLLME MePbl B COOTBETCTBUM C MYHKTOM
23 Hactoawmx TpeboBaHuin.

MNpunoxeHne N 1

K Tpeb6oBaHMAM O 3aLnTe UHOPMALMK,

He COCTaBNAOLLE 1 FOCYAAaPCTBEHHYIO TaliHY,
coje prKaLlenca B rocyapCTBeHHbIX
MHPOPMALMOHHbIX CUCTEMAX

OMNPEAENEHWUE KNTACCA 3ALLUMLWEHHOCTU MHOOPMALMOHHOW CUCTEMBI

CNUCOK U3MEHSAIOLLMX IOKYMEHTOB
(B pea. NMpukasa PCTIK Poccmm o1 15.02.2017 N 27)

1. Knacc 3awmuieHHocT MHpopMaLUmoHHOM cnuctembl (nepsbiid kKnacc (K1), BTopoit knacc (K2),
Tpetuin Knacc (K3)) onpepenseTca B 3aBUCMMOCTM OT YPOBHA 3HAYMMOCTM WMHPopmaumm (Y3),
obpabaTbiBaemoli B 3TOM MHPOPMALMOHHOW cucTeme, M MaclwTaba WMHPOPMALMOHHON CUCTEMBI
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(denepanbHbIN, perMoHanbHbI, 06 bEKTOBbIN).
(B pea. Npukasa PCTIK Poccmm o1 15.02.2017 N 27)

Knacc 3awmuweHHoct (K) = [ypoBeHb 3HaYMMOCTU MHPOPMALLMK; MacluTab cuctembl].

2. YpoBeHb 3HAYMMOCTM WMHPOPMALMM OMnpedenseTca CTeneHbld BO3MOXKHOMo yuwepba gns
obnagatens mHbopmaumm (3aKasumka) M (Mnu) onepaTopa OT HapyWeHUA KOHOUAEHLMANbHOCTU
(HenpaBomepHble [OCTYN, KOMMPOBaHWE, MpPeaoCcTaBleHME WM PACNpPOCTPAHEeHMe), LEeNOCTHOCTH
(HempaBomepHble YHWUYTOXEHWE WAN MOoANULMPOBAHME) WAW [OCTYNHOCTM (HenpaBomepHoe
610KMpoBaHUe) MHPopMaLUU.

Y3 = [(KOHPMAEHUMaANbHOCTb, CTeNeHb yuepba) (LenocTHoCTb, cTeneHb yuepba) (AoCTynHOCTb,
cTeneHsb yuwepba)l,

rae cteneHb BO3MOMKHOIO yuiepba onpegensetcs obnagatenem MHGopmaumm (3aKasymkom) u
(MAK) onepaTopomM CaMoCTOATENIbHO SKCMEPTHBIM UAN MHBIMU METOAAMM U MOKET BbITb:

BbICOKOW, eCcnu B pesysibTaTe HapylleHWMA OAHOro M3 CBOWCTB 6e30nacHoOCTU WMHpopMalmu
(KoHOMAeHUMANbHOCTM, LENOCTHOCTW, AOCTYNMHOCTU) BO3MOMHbI CYLLECTBEHHblE HeraTUBHble
nocneacTBus B COLMANbHON, MONUTUYECKON, MEXKAYHAPOAHOM, SKOHOMUYECKOM, PUHAHCOBOM MTN UHDIX
obnactax pgeAtenbHocTM U (unun) mMHPopmaumoHHas cuctema U (unu) onepatop (obnapatensb
MHbOPMALMM) HE MOTYT BbINONHATb BO3N10XEHHbIE Ha HUX QYHKLUUK;

cpefHen, ecnuM B pesynbTaTe HapyleHWs OAHOro M3 cBoMcTB Be3onacHocT MHbopmaumm
(KOHPMAEHUMANBHOCTHU, LLETOCTHOCTH, AOCTYMHOCTM) BO3MOHbI YMEPEHHbIe HEraTUBHbIE NOCNeACTBUA
B COLMANbHOM, MONUTUYECKON, MEXKAYHAPOAHOMW, SKOHOMMYECKON, GPUHAHCOBON UM UHbIX 0bnacTax
aeatenbHocTn n (Mnn) nHdopmaumoHHaa cuctema m (nnun) onepartop (obnagatenb MHGopmaumm) He
MOTYT BbINOMHATb XOTA Obl O4HY U3 BO3/10XKEHHbIX Ha HUX QYHKLMNA;

HU3KOW, ecnu B pes3y/bTaTe HapyleHWa OAHOr0 M3 CBOMCTB 6€30MacHOCTM WHPOpPMALMK
(KOHPMAEHUMANBHOCTHN, LUENAOCTHOCTN, LOCTYNMHOCTM) BO3MOMKHbI HE3HAYMTEsIbHble HeraTMBHbIe
nocneacTBus B COLMANbHOMN, MONUTUYECKON, MeXKAYHAPOAHOW, SKOHOMUYECKON, P UHAHCOBOM UNTN UHBIX
obnactax peAatenbHoctM U (uaun) mHPopmaumoHHasa cuctema M (unu) onepatop (obnagatensb
MHbOPMaLMM) MOTYT BbIMONHATL BO3NOXEHHbIE Ha HUX GYHKUUKU C HEA0CTaTOUYHOM 3P HEeKTUBHOCTbIO
NN BbINONIHEHWE GYHKLMIA BO3MOMKHO TOIbKO C NPUBJIEYEHNEM AO0MOJIHUTE/IbHBIX CUT W CPEACTB.

NHdopmaumns nmeeT BbICOKUI ypoBeHb 3HaYMMOCTH (Y3 1), ecnmn xoTa 6bl AnA 04HOrO U3 CBOMCTB
6e30MacHOCTM UHPOPMALMMU (KOHPUAEHLMANBHOCTH, LLETOCTHOCTH, AIOCTYMHOCTW) OnpeaeieHa BbICOKan
cTeneHb yuwepba. MHdopmaums umeeT cpeAHUN ypoBeHb 3Ha4YMmocT (Y3 2), ecnu xoTa 6bl N8 ogHOTO
M3 cBoMCTB 6e30nmacHOCTM WHPopmaumm (KOHPUAEHUMANBHOCTM, LENOCTHOCTU, AOCTYMHOCTH)
onpeaeneHacpeaHaAsn cTeneHb ywepba n HeT HU OAHOTO CBOMCTBA, 419 KOTOPOTO onpesesieHa BbICOKas
cTeneHb yuwepba. MHopmaLma MMeeT HU3KUI ypoBeHb 3Hauumoctn (Y3 3), ecnm ana Bcex CBOMCTB
6e30MacHOCTM MHPopMaLMM (KOHPUAEHLMANBHOCTH, LLeNOCTHOCTU, AOCTYMHOCTM) onpeaeneHbl HU3KNe
cTeneHu ywepba.

Ab63au, ckntoueH. - MNpukas PCTIK Poccmm ot 15.02.2017 N 27.

Mpn obpaboTke B MHPOPMALMOHHOM cucTeme ABYX M bonee BuaoB MHPopmauun (cny»kebHas
TallHa, Ha/foroBas TaHa U MHble YCTaHOB/EHHble 3aKOHOAaTeNbCTBOM Poccuitickoit degepaunm Buabl
NMHGOPMaLMM OrpaHUYEHHOro A0CTYNa) YPOoBeHb 3HaYMMOoCTH nHbopmauun (¥Y3) onpeaenarca oTaeNbHO
A8 Kaxgoro suga nHoopmaumn. NTorosbiit ypoBeHb 3HaYMMOCTM MHPOopMauumn, obpabaTtbiBaemol B
MHGOPMALIMOHHOW CUCTEME, YCTaHaBJAMBAETCA MO HAMBLICIUMM 3HAYEHWMAM CTEMEeHM BO3MOMKHOTMO
ywepba, onpegeneHHbIM AN KOHOUAEHUMANbHOCTM, LENOCTHOCTM, AOCTYNHOCTM WHbOopMaLmUK
Kaxgoro Buaa nHdpopmaumu.
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3. UHpopmaumoHHan cuctema umeeTt degepanbHblit MacwTab, ecnm oHa GYHKUMOHMPYET Ha
Tepputopun Poccuiickoii depepaumn (B npeaenax denepanbHOro okpyra) U MmeeT CEerMeHTbl B
cybbekTax Poccuiickoit Peaepaupym, MyHUUMNAAbHbIX 06pa3oBaHUAX U (MK) opraHn3aumaXx.

NHbopmaLmoHHaA cuMCTeMa MMEeT PerMoHanbHbid MacluTab, ecin oHa OYHKUMOHMpPYeT Ha
TeppuTopun cybbeKkTa Poccuiickolt depepaumv U MMeeT CermeHTbl B OAHOM MAM HECKOJIbKUX
MYHULMNaNAbHbIX 06pa3oBaHUAX M (MAKN) NOABEAOMCTBEHHbIX U MHbIX OpraHu3aumax.

NHbopmaunoHHana cuctema MmeeT 06beKTOBbI MacllTab, ecin oHa GYHKUMOHMPYET Ha 06 beKTax
oaHoro defepanbHOro opraHa rocy4apcTBEHHOM BAACTM, OpraHa rocyAapCcTBeHHON BAacTU cybbeKkTa
Poccuitckoi ®e e paumm, MyHUUMNAAbHOTO 06Pa3oBaHMUA U (MAN) OPraHU3aALUN U HE UMEET CEFMEHTOB B
TEPPUTOPUANIbHBIX  OpraHax, npeacTaBuTenbcrBax, ¢uavanax, nNOABEAOMCTBEHHbIX M UHbIX
opraHusaumsx.

4. Knacc 3aluieHHOCTM MHGOPMALIMOHHOW CUCTEMbI ONpeaeiaeTca B COOTBETCTBMU C TabAULEN:

YpoBeHb 3HAYMMOCTH MacwTtab nHGOpPMaLMOHHOM CUCTEMbI
nHdopmaumm
depepanbHbli PervoHanbHbIl O6beKTOBbINM
y31 K1 K1 K1
y32 K1 K2 K2
y33 K2 K3 K3

(Tabnunua B pea. Mpukasa PCTIK Poccmm o1 15.02.2017 N 27)

MNpunoxeHune N 2

K TpeboBaHMAM O 3aLunTe UHOPMALMK,

He COCTaBAALWE N rocyAapCTBEHHYIO TalHY,
coAe prKaLLeNca B rocyfapCTBEHHbIX
MHPOPMALIMOHHbIX CUCTEMAX

COCTAB
MEP 3ALLUNTBI MHOPOPMAL NN N NX BA3OBbIE HABOPbI
O1A COOTBETCTBYIOLLETO KJTACCA 3ALWLNLLEHHOCTHU
NHOOPMALLMOHHOW CUCTEMBI

CNU1COK M3MEHAIOLLMX LOKYMEHTOB
(B pea. Npukasa PCTIK Poccmm o1 15.02.2017 N 27)

YcnoBHoe Mepbl 3aLMTbl UHPOPMALMM B UHPOPMALIMOHHBIX CUCTEMAX Knaccol
ob603HayeHne 3aLLUMLLLEHHOCTH
N HomMep MHOPMaLMOHHOM
Mepbl cucTembl
3 2 1
|. UoeHTUPMKauma 1 ayTeHTUOUKauma cybbeKToB gocTyna u o6beKToB goctyna (MAD)



consultantplus://offline/ref=2B0E758DF1A21114544682E32BF07CD5734E183C3EE75AA0179C41CEC515FD42DB03FDE162646579d9fAI
consultantplus://offline/ref=2B0E758DF1A21114544682E32BF07CD5734E183C3EE75AA0179C41CEC515FD42DB03FDE16264657Bd9fAI

NAD.1

NoeHTUdMKauma 1 ayTeHTMOMKAUMA NOb30BaTeNEN,
ABNAIOLMXCA pabOTHMKaMK onepaTopa

NAD.2

NoeHTUdMKaums 1 ayTeHTUdMKaUMs YCTPOMCTB, B TOM
yncae CTaumMoHapPHbIX, MOBUAbHBIX M MOPTATUBHbIX

NAD.3

YnpasneHue naeHTudbuKaTtopamm, B TOM YMcne cosgaHue,
NPUCBOEHWE, YHUUTOXKEHNE UOEHTUPMKATOPOB

NAD.4

YnpasneHue cpenctBamu ayteHTUGUKaLMM, B TOM Yucie
XpaHeHwue, BblAaya, MHMLManM3aums, 610KMpoBaHMe CPeacTs
ayTeHTUPUKaUMKN U NPUHATUE MepP B Caydae yTpaTbl U (Unu)
KOMMpOMETaLUN CPeaCcTB ayTeHTUDUKALUN

NAD.5

3awwmTta obpaTHOM CBA3M NpPU BBOAE ayTEHTUPUKALMOHHOM
nHdopmaumm

NAD.6

NaeHTnduKauma M ayTeHTUOUKAUMA Mo/b30BaTeNnei, He
ABNAOLLMXCA paboTHMKaMu onepaTopa (BHEWHUX
nonb3osatenen)

NA®.7

NaeHTudMKauma 1 ayTeHTMdMKauma o6bekToB dalinoBol
CUCTEMDbI, 3aMYCKAaEMbIX W UCMOTHAEMbIX MOAy/1Iel, 06 bEKTOB
cucTem ynpasneHusa 6asamum faHHbIX, 06EKTOB, CO34aBaeMbIX
NPUKNALHBIM U CMELLMaNbHbIM MTPOrpaMmMHbIM 0becneyeHnem,
MHbIX 06BEKTOB AOCTYNa

. YnpaBsneHune gocTynom cybbeKkToB AOCTyna K 06beKTam AocTyn

a(yna,

yna.1

YnpasneHue (3aBefieHWe, akTMBauuA, BAOKMpOBaHUE U
YHUUYTOXKEHME) YYETHbIMM 3aNUCIMM NONb30BaTeNE, B TOM
yncne BHeLHMX nonb3oBaTesien

yna.2

Peanusauma HeobXoguMbIX METOAOB (AUCKPELMOHHbIN,
MaHZaTHbI, PONeBOi WUAM MHOW MeToA), TUNOB (UTeHwue,
3anucb, BbINOJIHEHWUE UV MHOW TUMN) U NPaBWA pasrpaHUYeHmns
aocTtyna

yna.3

YnpasneHue (dbunbTpaums, MapLpyTM3aLuMsa, KOHTPOJIb
COeaMHEHWNI, OgHOHANpPaB/IEHHas Nepeaaya U Hble crnocobbl
ynpasneHusa)  MHPOPMAUMOHHBIMU  MOTOKAaMM  MeXKay
YCTPOMCTBAMM, CErMeHTaMu MHPOPMALMOHHOM CUCTEMDI, a
TaKKe MeXKay MHPOPMALMOHHbIMM CUCTEMAMM

yna.4

PasgeneHve nonHomouuii (poneit) nonb3osaTenewu,
aAMUHUCTPATOPOB n nuu, obecneunsaoLLmx
dYHKUMOHMPOBaHNE MHPOPMALMOHHOM CUCTEMBI

yna.s

HasHayeHWe MWHMMANBbHO HeobXoAMMbIX NpasB MU
nNpuBUAEIMIA NOJIb30BaTEeNAM, AaAMMHUCTPATOPaAM M /MUaAM,
obecneymnBatowmm ¢yHKLMOHUPOBAHME WHPOPMALMOHHOM
cUcCTEMbI

yna.e

OrpaHuyeHWe  HeycrnewHbIX  MOMbITOK  BXo4a B
MHGOPMALIMOHHYIO cucTemy (AocTyna K MHPOpPMaLMOHHOM
cucteme)




yna.7

MpeaynpeaeHWe MoONb30BaTeNA NpU ero BXoge B
MHOOPMALIMOHHYIO CUCTEMY O TOM, YTO B MHPOPMALMOHHOM
cUCTEME peann3oBaHbl Mepbl 3alWuUTbl MHPOpMALMM, U O
HeobxoaumocTn cobnoaeHun UM YCTaHOB/EHHbIX
ornepaTopom npasua 06paboTkM MHbopMaLmm

yna.8

OnoseleHMe Nonb3oBaTeNA Mocae yCrnewHoro BXxoga B
MHPOPMALIMOHHYIO CUCTEMY O €ro npeablaylwem Bxode B
NHPOPMALMOHHYIO CUCTEMY

yna.9

OrpaHunyeHue Yncna napannenbHbIX CEAaHCOB AOCTYNa A/
KaXkgol y4yeTHOM 3anucu nonb3oBaTens MHPOPMALMOHHOM
CUCTEMDI

yNnz.10

BnokupoBaHMe ceaHca Agoctyna B WMHGOOPMALMOHHYIO
cMCTeMy nocne  YCTaHOB/NEHHOrO BpemeHW 6esaeicTeus
(HeakTMBHOCTM) NoIb30BaTENA UM MO €r0 3anpocy

yna.11

PaspeweHne  (3anpeT) AelcTBUIM  noJsb3oBaTenel,
paspelleHHbIX A0 MaeHTUOUKAUUN N ayTeHTUdMKaLMK

yna.12

MoapepsKa W coxpaHeHWe aTpubyToB 6He3onacHOCTH
(meTok 6e3onacHocTu), cBA3aHHbLIX C MHPOpmauunen B
npouecce ee xpaHeHUs n 06paboTkm

yng.13

Peanunsauma 3alLMLIEHHOIO YA3aN€HHOTO A0CTYMNa CyObeKToB
Joctyna K obbekTam  AOCTyna  4Yepe3  BHellHUue
NHPOPMALMOHHO-TETIEKOMMYHUKALMOHHbIE CETH

yna.14

PernameHTauma M KOHTPO/b  MCMO/Ib30BaHUA B
MHOOPMALMOHHON cUCTEMe TexHosornmi 6ecnpoBoAHOro
focryna

yng.15

PernameHTayma n KOHTPO/1b MCNo/1b30BaHUA B
I/IHd)OpMBLI,I/IOHHOVI cucTeMe MOBUbHBIX TEXHUYECKUX cpencrs

yna.16

YnpaBneHue B3auMomenctBuem ¢ WHGOPMALMOHHBIMM
cMcTeMamm CTOPOHHMX opraHusaumi (BHEWHME
MHPOPMaALMOHHbIE CUCTEMDbI)

yNnA,.17

Ob6ecneyeHune [l0BEPEHHOW 3arpysKku cpeacTs
BbIYMCAUTENIBHON TEXHUKM

[1l. OrpaHMyeHne nporpammHomn cpeapl (OMNC)

onc.1

YnpasneHue 3anyckom (obpaleHuAMMU) KOMMOHEHTOB
nporpaMmHoro obecrnevyeHua, B TOM 4Yucne onpegeneHue
3anycKaemMblX KOMMOHEHTOB, HACTPOWMKa NapaMeTPOB 3anycKa
KOMMOHEHTOB, KOHTPOAb 33 3aMNyCKOM KOMMOHEHTOB
nporpaMmmHoro obecnevyeHus

onc.2

YnpasneHue ycTaHOBKOW (MHCTannsaumein) KOMMNOHEHTOB
nporpammHoro obecnevyeHus, B TOM 4ucie onpeaeneHue
KOMMOHEHTOB,  MOA/ENALWMX  YCTAHOBKE,  HacTpoOWKa
napameTpoB  YCTaHOBKM KOMMOHEHTOB, KOHTPO/Ab 3a
YCTaHOBKOW KOMMOHEHTOB NporpaMmmHoro obecneyeHus




onc.3

YcTaHOBKa  (MHCTannauma) TONbKO — paspelleHHoro K
NCMONb30BaHUIO MporpaMmHoro obecrneyeHua u (unm) ero
KOMMOHEHTOB

onc.4

YnpaBneHue BpeMeHHbIMU daiiamu, B TOM YMC/TE 3aMpeET,
paspelleHWe,  nepeHanpasfeHWe  3anucy,  yAaneHue
BPeMeHHbIX ¢pannos

IV. 3awWmTa MalWKnHHbIX HocuTeneh nHbopmaumm (3HN)

3HN.1

YyeT MalMHHbIX HocuTenen MHpopmaLnm

3HWN.2

YnpaBneHMe AOCTYNOM K  MAWMHHBIM  HOCUTENSM
MHbOopMaLmm

3HWN.3

KOoHTpoNb  nepemelleHns  MallMHHbIX  HocuTenem
nHdopmaLmm 3a Npeaenbl KOHTPONNPYEMOW 30HbI

3HN.4

NcknoyeHne  BO3MOMHOCTM  HECAHKLMOHWMPOBAHHOTIO
03HAKOMJIEHUA C COAE PrKaHMEM MHOPMALMK, XPaHALLEAcA Ha
MaLUMHHbBIX HOCUTENsX, U (MAKN) UCNONb30BaAHMA HOCUTENEN
nHopMaLMM B UHbIX MHPOPMALIMOHHBIX CUCTEMAX

3HN.5

KoHTponb ucnonb3oBaHusa UHTepodeiicoB BBoaa (BbiBOAA)
MHGOPMaLMM HA MaLLUHHbIE HOCUTeNU MHbOoPMaLUK

3HN.6

KoHTponb BBOAA (BblBOAA) MHMOPMALMKM HA MaLUMHHbIE
HocuTENN HPOPMaLLMM

3HW.7

KOHTPO/b  NOAKAIOYEHMA  MALUMHHBIX  HOCUTENEM
nHdopmaumm

3HN.8

YHUUTOXKEeHWe (cTupaHue) MHbOPMAUMKM Ha MaLWUHHbIX
HOCUTENAX MPU WX MNepedavye MexKay Mo/b30BaTeNsimMu, B
CTOPOHHME OpraHu3aLun N8 PEeMOHTa WUAM YTUAWU3ALMK, a
TaK}Ke KOHTPO/Ib YHUUTOMKEHUSA (CTUPaHUSA)

V. Pernctpaums cobbitnin 6esonacHoctu (PCB)

PCB.1

OnpepeneHne cobbiTUA 6He3onacHOCTM, noaJieXKalmx
perncTpaummn, U CPoKoB UX XpaHeHUn

PCB.2

OnpegeneHne cocTaBa W cofep’kaHus MHpopmauumn o
cobbITUAX 6e30nacHOCTH, NoAasiexKalmx permcTpaumnm

PCB.3

Cbop, 3anucb M XxpaHeHue UHPopMauUUM O CObbLITUAX
6€e30MacHOCTM B TeYEHUE YCTaHOBAEHHOTO BPEMEHW XPaHeHUA

PCB.4

PearnpoBaHve Ha cbou npu perucTpaumm cobbITUi
6€30MacHOCTM, B TOM YMC/e annapaTtHble U NPorpaMmHble
owmnbkn, cbonm B MexaHMamax cbopa WHboOpmaUuM W
OOCTUXKEHUWE Npeaena uam nepenonHeHma obbema (eMKoCTH)
namATu

PCB.5

MOHUTOPUHT (npocmorTp, aHanus) pes3ynbTaToB
perucTpaunm cobbiTMin 6e30MacHOCTU U pearnpoBaHne Ha HUX




PCb.6 leHepupoBaHWME BPEMEHHbIX METOK U (M/11) CUHXPOHM3aLWA +
CUCTEMHOTIO BpeMeHU B MHPOPMALMOHHOM cucTeme

PCB.7 3awmTa nHdbopmaumm o cobbiTnax GesonacHoOCTH +

PCB.8 ObecneyeHne BO3MOMHOCTM NPOCMOTPA W aHanMsa
MHbOPMaLMM O L[EeNCTBUSX OTAENbHbIX MNOMb30BaTE/IEN B
MHGOPMALMOHHOM CUCTEME

VI. AHTMBMPYCHanA 3awwmTa (AB3)

AB3.1 Peanunsaums aHTUBMPYCHOM 3aLLMTbI +

AB3.2 O6HoBneHWe 6a3bl AaHHbIX MPU3HAKOB BpPEAOHOCHbIX +
KOMMbIOTEPHbIX Nporpamm (BMpycos)

VIl. O6bHapykeHue BTOpKeHMUI (COB)
COB.1 O6HapyKeHne BTOPKEHU +
COB.2 O6HoBMeHUE Ba3bl peLlatoLWmx Npasun +
VIIl. KoHTponb (aHanus) sawmweHHocTn nHdopmaumm (AH3)

AH3.1 BoisBneHne, aHanu3 yA3BMMOCTEN MHPOPMALMOHHOM +
CUCTEMBI M OMNEepaTMBHOE YCTPaHEHWEe BHOBb BblABAEHHbIX
yS3BUMOCTE U

AH3.2 KOHTpONb  yCTAHOBKM  OOHOBAEHMI  NPOrPaMMHOrO +
obecneyeHuns, BKAOYaA  OOHOBNEHME  MPOTrPAMMHOrO
obecneyeHuns cpeacTs 3aWMTbI MHPOPMaL MK

AH3.3 KoHTposib paboTocnocobHOCTH, NnapameTpoB HAaCTPOMKA U +
NpPaBUAbHOCTH bYHKUMOHMPOBAHMA NpPorpammHoro
obecneyeHus 1 cpeacTs 3aLWmUTbl UHOPMALLUK

AH3.4 KOHTpOANb coCTaBa TeXHUYECKUX CpeacTB, NMPOrpammHOro +
obecneyeHunsa n cpeacTs 3alWmTbl MHGOPMALUK

AH3.5 KoHTponb nNpaBun  reHepaumm W CMeHbl naposei +

nosb3oBaTesield, 3aBefeHUA U yAaNIeHUA yYeTHbIX 3anucel
nosib3oBaTesiell, peanusauMM  Npasua  pasrpaHUYeHus
AO0CTYNoMm, NOJTHOMOYMI Nosib3oBaTeNne B UHGOPMaLLMOHHOM
cucteme

IX. ObecneyeHme LEeNOCTHOCTM MHPOPMALMOHHOMN CUCTEMBI U MHDOpPMaLmm (OLL)

oun.1 KOHTpOMb LENIOCTHOCTM MNPOrpammHoro obecneyeHus, +
BK/ItOYAA MporpammHoe obecnevyeHne cpeacTs 3aluThl
nHdopmaumm

oun.2 KOHTpO/Ib LENOCTHOCTU MHbOPpMALUK, codeprKalllenca B
6a3ax AaHHbIX NHPOPMALMOHHOM CUCTEMBI

oun.3 ObecnevyeHune BO3MOXHOCTHU BOCCTAaHOBNEHMUA +

NPOrpamMMHOro  obecrneyeHus, BKAKOYaa MpPOrpammHoe
obecneyeHne  cpeacTB  3aWmTbl  MHPOpMaUMKM,  NpwU




BO3HMKHOBEHWU HELWITATHbIX cmyau,wﬁ

oun.4a

O6HapyeHWe W pearMpoBaHWe Ha NOCTynJeHWe B
MHPOPMALMOHHYIO CUCTEMY HE3AMPALLMBAEMbIX 371 KTPOHHbIX
coobuleHU (Nncem, JOKYMEHTOB) U MHOW MHPOPMaLUM, He
OTHOCAWMXCA K  OYHKUMOHMPOBAHUIO  MHPOPMALMOHHOM
cucTeMmsl (3aLLmTa OT cnama)

ou/1.5

KoHTponb cogeprkaHua MHbopmaumum, nepesaBaemoi 13
MHPOPMALMOHHOM cUCTEMbI (KOHTEMHEPHbIA, OCHOBaHHbINM Ha
cBOMCTBax 06beKTa AOCTYNa, U KOHTEHTHbIA, OCHOBaHHbIN Ha
MOMCKe 3aMnpelleHHOM K nepegaye MHPopmauum ¢
MCMNONb30BAaHUEM CUTHATYP, MacOK M WHbIX MeTOodOB), M
UCKNIOYEHME HenpaBOMEpHOW nepegayn WHbopmaumm wm3
MHDOPMALMOHHOMN CUCTEMbI

ou/1.6

OrpaHuyeHMe npas nosb3oBaTenein no sBoay MHbopmaLmm
B MHOOPMALMOHHYIO cUCTEMY

oun.7

KOHTPOAb TOYHOCTM, MOJIHOTbI M MPaABUILHOCTU OAHHBbIX,
BBOAMMbIX B MHGOPMALIMOHHYIO CUCTEMY

ou.8

KoHTpob OWMBOYHbIX 4ENCTBUI NONb30BaTENEN MO BBOAY
n (nnn) nepepgaye uvHPoOpMauuM U NpeaynpeskaeHue
no/sib3osatenei 06 oWnBOYHbIX AeNCTBUAX

X. ObecneyeHune goctynHoctn nHpopmaumm (OAT)

oarT.1

Ucnonb3oBaHue OTK83OYCTOVI‘-WIBbIX TeXHN4YEeCKUX cpeacrs

oArT.2

PesepBupoBaHME TEXHUYECKUX CPeacTB, NPOrpamMmHOro
obecneyeHuns, KaHanoB nepegayn MHOOpMaUMK, CPEacTB
obecneyeHun dYHKUMOHUPOBaHUS MHPOPMaLMOHHOM
CUCTEMDI

OAT.3

KOHTponb 6€30TKa3HOro GpyHKLMOHMPOBAHNUA TEXHNYECKUX
cpencts,  obHapyXeHMe M NOKanM3aumMA  OTKas30B
OYHKUMOHMPOBAHMA, MPUHATME Mep MO BOCCTaHOB/IEHMUIO
OTKa3aBLUWX CPeACTB U UX TECTMPOBaHME

OAT.4

Mepuoauyeckoe pe3epBHOE KONUPOBaHME MHPOPMaLMK Ha
pe3epBHble MaLMHHbIE HOCUTENU MHPOPMaLMK

OoAT.5

ObecneyeHmne BO3MOXKHOCTM BOCCTAaHOB/IEHNA MHPOPMaLMM
C pe3epBHbIX MalLUHHbIX HocuTenei nHdopmaLmm (pese pBHbIX
KOMMi1) B Te4EHME YCTaHOBNEHHOIO BPEMEHHOro MHTEPBaNa

oAT.6

Knactepusaumsa MHPOPMaUMOHHOM cucTembl U (Mau) ee
CcermeHToB

oart.7

KOHTpONb COCTOAHMA W KadyecTBa npefocTaBiAeHun
YMNONHOMOYEHHbIM  INLLOM  BbIYMCAUTENIbHBIX  PEeCcypcoB
(mowHocTen), B Tom uncne no nepegaye MHbopmaumm

XI. 3awmTa cpeabl BUpTYyanmsaumm (3CB)




3CB.1

NaoeHTndurKauma n ayteHTUdUKALMA CYOBEKTOB AOCTYNa U
06beKToB [0CTyna B BUPTYasbHON WMHOPACTPYKType, B TOM
yncne aAMUHUCTPATOPOB  YMpaBJeHUs cpeacTsamu
BMPTYann3aumum

3CB.2

YnpasneHne JOCTYNOM CyObeKTOB A0CTyna K ob6beKTam
[0CTyNna B BUPTYaslbHOM MHPPACTPYKTYPE, B TOM YNCAE BHYTPHU
BMPTYa/IbHbIX MaLLMH

3CB.3

Peructpaumss cobbiTMii 6€30MacHOCTU B BUPTYasIbHOM
MHpPaCTpyKType

3CB.4

YnpaeneHue (PpunbTpaunsa, MapLlpyTU3aLuMsa, KOHTPOAb
coeMHeHUa, oAHOHanpaBAeHHas nepegada) MOTOKaMM
nHdopMauMM  MeXay  KOMMOHEeHTamMu  BUPTYasbHOM
MHPPACTPYKTYpPbl, a TaKXe No NepumeTpy BUPTYaNbHOM

MHOPACTPYKTYpbI

3CB.5

[oBepeHHasa  3arpyska CepBepoB  BMPTyanusaumu,
BMPTYaNnbHOM MalMHbI (KOHTelHepa), cepBepoB ynpasaeHus
BUPTyanmsaumen

3CB.6

YnpaBneHume nepemelleHMEM BUPTYasbHbIX  MaLIWH
(koHTeliHepoB) M 06pabaTbiBaEMbIX Ha HUX AAHHbIX

3CB.7

KOHTPO/1b LEeNOCTHOCTU BUPTYa/1bHOM MHOPACTPYKTYPbI M ee
KOHUrypaumm

3CB.8

PesepBHOEe KOMWpOBaHWE [AaHHbIX, Pe3epBUPOBaHUE
TEXHUYECKMX  CPeACTB, MPOrPaMMHOro  obecneyeHus
BMPTYasibHOM WHOPACTPYKTYPbI, @ TaKKe KaHanoB CBA3M
BHYTPW BUPTYaNbHOWM MHPPACTPYKTYPbI

3CB.9

Peanusauma v ynpasneHWe aHTMBMPYCHOW 3alLMTON B
BMPTYa/IbHOM MHPPACTPYKType

3CB.10

Pa3bueHune BUPTyasnbHOW WHOPACTPYKTYPbl Ha CErMEHTHI
(cermeHTMpoBaHUe BUPTyaNbHOW UHOPACTPYKTYpPbI) ANA
06paboTKkM MHPOopPMaLMKM OTAENbHBIM NONb30BaTENEM U (MNN)
rpynno nonb3oBaTesen

XII. 3awmTa TexHnyeckmx cpeacts (3TC)

3TC.1

3awmta MHPopmauuu, obpabaTbiBaeMOl TEXHUYECKMMMU
CpeAcTBaMMm, OT ee YTeUKM Mo TeXHUYECKUM KaHanam

3TC.2

OpraHu13aumMa KOHTPOIMPYEMOM 30HbI, B Npeenax KoTopoi
MOCTOSHHO  pPasMeLLaloTCA  CTaUuMOHapHble  TEXHWUYeCcKue
cpeactsa, obpabaTbiBalowme uHPopmaumio, U cpeacTsa
3aWmThl MHOOPMaUMKM, a TaKKe cpeactBa obecneyeHus
dYHKUMOHMPOBaHUSA

3TC.3

KoHTponb UM ynpaBneHue @GuU3NYECKMM JOCTYyNOM K
TEXHUYECKMM CpeacTBam, cpeacTBam 3almTbl MHGOpMaLUN,
cpeacteam obecneyeHua OGYHKUMOHMPOBAHWA, a TaKkKe B
NOMELLEHMNA U COOPYKEHUA, B KOTOPbIX OHW YCTAHOB/EHDI,




UCKNIOYAtOLLME HECAHKLMOHMPOBAHHbIN GU3MYECKUIA AOCTYN K
cpeacteam 06paboTkM MHPoOpMaUMKM, cpeacTBam 3aLUTbl
MHPpOopMaLMM 1 cpeacTBam obecneyeHns GyHKUMOHUPOBaAHMSA
MHPOPMALMOHHON CUCTEMBI U MOMELLEHUNA U COOPYKEHMSA, B
KOTOpPbIX OHW YCTAHOB/EHbI

3TC.4 PasmelleHune YCTPOWMCTB BbiBOAa  (OTOGparkeHwus) + +
MHPOpPMALMM, MCKAIOYaolWee ee HeCaHKUWMOHUPOBAHHbIN
NpPOCMOTP

3TC.5 3awmta  OT BHELWHWUX BO3AENCTBUA  (BO34eNCTBUIA +

OKpyXKatolwel cpelbl, HECTaBUIbHOCTU 3/IEKTPOCHABKEHMUS,
KOHANLUMOHUPOBAHMA U UHbIX BHELWHWNX GaKTOPOB)

XIIl. 3awmTa MHPOPMaLMOHHOM CUCTEMbI, €€ CPeACTB, CUCTEM CBA3W U Nepeaaun aaHHbix (3UC)

31C.1

PasgeneHne B MHOOPMALMOHHOM cucTemMe QYHKLMA No
ynpasneHuio  (aAMUHUCTPUPOBAHMIO)  MHPOPMALMOHHOM
cUCTEeMOM, ynpaBneHunoo (agMUHUCTPUPOBAHUIO) CUCTEMOM
3aWmMTbl MHPopmMaumu, dyHKLUMI No 0b6paboTke MHGopmaLmn
NHbIX OYHKLUMIA MHPOPMALMOHHOWN CUCTEMBI

+

+

3nC.2

MpeaoTBpalLeHne 33[€PKKM nnm npepbiBaHUA
BbIMONHEHWA MPOLLECCOB C BbICOKMM MPUOPUTETOM CO CTOPOHbI
MPOLECCOB C HU3KUM MPUOPUTETOM

3M1C.3

ObecneyeHne 3awWmTbl MHOOPMAUMM OT PACKPbLITHS,
MmoandUKaLnmn 1 HaBA3bIBaHUA (BBOAA NI0XKHOM MHOPMaLUN)
npu ee nepegaye (NOAroToBKe K nepesaye) No KaHanam cBA3MN,
MMeoLWMM BbIXOZ 33 Npeaebl KOHTPOJIMPYEMOM 30HbI, B TOM
yncne 6ecnpoBoAHbIM KaHanam CBA3U

31nC.4

ObecneyeHne [0BepeHHbIX KaHafa, MapLIpyTa MeXay
aAMUHUCTPATOPOM, MOJIb30BATENEM W CPEeACTBAaMM 3aLMThI
nHoopmaumm (byHKUMAMM 6e30NacHOCTU CPeacTB 3aluuThbl
MHbopMaLMK)

3UnC.5

3anpeT HEeCaAHKUMOHWPOBAHHOM YOaneHHON aKTuBauuu
BMAEOKamep, MUKPOGDOHOB U UHbIX Nepude pUnHbIX yCTPOMCTSB,
KOTOpble MOTYT aKTMBMPOBATbLCA YAA/NIEHHO, M OMOBeLeHue
nosnb3oBaTesiei 06 aKTMBALMM TAaKMX YCTPOMCTB

31C.6

Mepegaya M KOHTPOAb  LLEIOCTHOCTM  aTpubyToB
b6esonacHocTM  (MeTOK  6e30nacHocTM), CBA3aHHbIX C
nHbopmaumen, npum obmeHe UHPOPMALUMEN C WUHbIMU
MHPOPMALIMOHHBIMM CUCTEMaMU

3nC.7

KOHTpoNb  CaHKUMOHMPOBAHHOIO n UCKNOYEHUE
HEeCaHKUMOHUPOBAHHOIO NCMob30BaHUA TeXHON0rM
MOOGMABHOIO KOAa, B TOM YWUC/e pPerucTpaums cobbiTui,
CBA3aHHbIX C UCNONb30BaHUEM TEXHOJI0TUI MOBUABHOIO KoAa,
MX aHanM3 M pearmpoBaHMe Ha HapylleHWs, CBA3aHHble C
NCNONb30BaHMEM TEXHO/I0TUIA MOBUMNBHOIO KoAa

3nC.8

KoHTponb CaHKUMOHNpPOBaHHOIO n NCKNo4YeHne




HeCaHKLMOHUPOBAHHOTO MCNONb30BaHMA TEXHONOTUM
nepegayn peynm, B TOM uYMCNe perucTpaumsa cobbITuid,
CBA3aHHbIX C UICNO/1b30BAHUEM TEXHOI0TUI MEPEAaUM PeUn, ux
aHaNM3 U pearMpoBaHWEe Ha HapyLleHWA, CBA3AHHble C
MCNONb30BaHMEM TEXHONOTNI NEPesaYn peun

31nC.9

KoHTponb CaHKLMOHMPOBAHHOM " UCKNIOYEHUE
HeCaHKLUMOHNPOBAHHOM Nepeaayun BuaeomHbopmaumm, B TOM
yncne perucTpauma cobblTU, CBA3AHHbLIX C nNepegadent
BMAEOUMHPOPMALIMM, WX aHanM3 W  pearnpoBaHMe Ha
HapylweHuA, cBA3aHHbIe C nepeaadyei BuaeomHpopmaumnm

31C.10

MNMoaTBepKaeHue npouncxoxaeHumAa MCTOYHUKa
MHd)OpMaLl,MM, nonyqaemoﬁ Bnpouecce onpeaeneHna ceTesbix
agpecos NO CeTeBbiIM MMeHaM WU onpeaeneHunAa ceTeBblX
MMEH Mo ceTeBbiM aapecam

3ncC.11

ObecneyeHune NOLINHHOCTU CETEBbIX COE ANHE HUIA (CeaHCoB
B3aMMOJENCTBMA), B TOM 4YMCIe ANA 3aliMTbl OT NOAMEHbI
ceTeBbIX YCTPOWCTB U CEPBUCOB

3nC.12

NcKkntovyeHne BO3MOXKHOCTM OTPULAHMA MOJib30BaTeNEM
¢daKTa oTNpaBKM MHOOPMALIMK APYTOMY M0J/Ib30BaTENtO

31C.13

McKknoyeHMe BO3MOMKHOCTM OTpMLAHMA MOJib30BaTeNEeM
¢daKTa nonydyeHus nHGopmauumn oT A4Pyroro Noab3osaTenn

3nC.14

Mcnonb3oBaHWe yCTPOMCTB TEPMUHANBHOMO AOCTyna Ans
06paboTkM nHdopmaumm

31nC.15

3awmTa  apxmBHbIX ¢aitioB, NapaMeTPOB HACTPOMKMU
CpeACTB 3alWmTbl MHOOPMALUKM M NporpammHoro obecneyeHus
N MHbIX AaHHbIX, HE MoAJ/ieXallMx M3MEHEHMUIO B npouecce
06paboTKM MHPOopPMaLUK

3NnC.16

BbisBneHue, aHanns n 61oknposaHne B MHPOPMALIMOHHOW
cUCTEME CKPbITbIX KaHanoB nepegadm MHpopmaumm B 0bxon
peann3oBaHHbIX Mep 3alWuTbl WMHGOPMALMWU WUAWN BHYTPMU
paspeLleHHbIX ceTeBbIX MPOTOKO/I0B

3ncC.17

Pa3bneHne WHPOPMALMOHHON CUCTEMBI HA CErMEHTHI
(cermeHTMpOBaHMe MHPOPMALMOHHOM cucTembl) n
obecneyeHune 3aLmThI nepumeTpoB CEermeHTOB
MHGOPMALMOHHOM CUCTEMDbI

31C.18

ObecneyeHne 3arpyskm M MUCMNOJHEHUA MPOrPamMMHOro
obecneyeHMAa C MalUMHHbLIX HOcUTenen WHbopmaLmK,
OOCTYMHbIX TONbKO A/1A YTEHMA, U KOHTPO/Ab LENOCTHOCTU
OAHHOTrOo NporpammHoro obecneyeHus

31C.19

M3onauma npoueccoB (BbIMO/SHEHME nNporpamm) B
BblAe/IeHHOM 06/1acTU NamaATU

31C.20

3awmTa 6ecnpoBOAHbIX COEAVHEHMWI, NPUMEHAEMbIX B
MHPOPMALMOHHOM cucTeMe




31C.21 NcknioyeHne poctyna nosb3oBaTens K WMHPopmaumy, +
BO3HMKLWIEN B  pe3yabTaTe AeWUCTBU  npeablayLiero
No/sb30BaTeNA Yepe3 pPeecTpbl, OMNEPaATUBHYID NaMATb,
BHELIHME 3aNOMWHAIOLLME YCTPOMCTBA U WUHble obwue ans
nonb3oBaTenei pecypcbl MUHGOPMALMOHHOM CUCTE MBI

3n1C.22 3awuTa MHOOPMALIMOHHON  CUCTEMDI OT  yrpos + +
6e3onacHocTM MHOOPMAUMK, HAMpaB/iEHHbIX Ha OTKas B
06cnyKMBaHMM MHGOPMALMOHHOMN CUCTEMb

31C.23 3awmta nepumeTpa (PUsnyeckux u (Uan) noruyeckmx + +
rpaHuL) MHPOPMaLMOHHOM CUCTEMBI MPU ee B3auMoae CTBUN
€ UHBIMM MHGOPMALMOHHBIMU CUCTEMAMMN U MHPOPMALMOHHO-
TeIeKOMMYHUKALMOHHbIMM CETAMM

31C.24 MpeKpalweHre ceTeBbiX COEAMHEHUN MO UX 3aBEpPLUEHUM + +
WAM MO WUCTeYEeHMW 33[0AHHOr0 OMnepaTtopom BpPeMEeHHOro
WHTepBa/ia HEAKTUBHOCTM CETEBOr0 COeAMHEHMA

31C.25 Mcnonb3oBaHne B WMHPOPMALMOHHOM CUCTEME UAU ee
CermeHTax pas/IyHbIX TUMOB 06LWEeCcUCTEMHOrO, NPUKAAAHOTO
M cneumanbHOro nporpammHoro obecneveHus (cosgaHue
reTeporeHHom cpeabl)

31C.26 Mcnonb3oBaHue NPUKNAZHOro 7] cneymanbHOro
NporpamMMHOro obecneyeHusi, UMEIOLMX BO3MOXKHOCTb
OYHKUMOHNPOBAHMA B Cpefax PasNYHbIX OMnepaLmMoOHHbIX
cMcTem

31nC.27 Co3paHue (amynsauma) NoxHbIX UHGOPMALIMOHHbIX CUCTEM
WU UX KOMMOHEHTOB, NpeAHa3HAYeHHbIX AN15 OOHapyKeHus,
perucTpaunmn 1 aHanusa gencTeuii HapylwmnTenen B npouecce
peanusaunn yrpos 6esonacHoctu MHbopmaLumm

31C.28 BocnpoussegeHue NIOXKHbIX U (MNU) CKPbITUE WUCTUHHbIX
OTAENbHbIX  WUHPOPMALMOHHBIX  TexHonormin u  (1Mnu)
CTPYKTYpPHO-PYHKLMOHANbHbIX XapaKTepPUCTMK
nHdopMaLMOHHOM cUCTEMBbI nnu ee CEerMeHTOB,

obecneumBalowee HaBA3bIBAHWE HaPYLIMTENIO JIOXKHOTO
npeacraBneHnn 06 UCTUHHBIX MHPOPMALNOHHBIX TEXHONOTUAX
M (Man) CTPYKTYPHO-OYHKUMOHAMbHBIX  XapaKTePUCTMKAX
MHOOPMALMOHHOM CUCTEMbI

31C.29 MNepeBoa MHGOPMALMOHHON CUCTEMbI UIN €€ YCTPOMCTB
(KomnoHeHTOB) B 3apaHee onpeAeneHHY0 KOHOUrypaLuio,
obecneumBarowyto  3awmMTy  MHPoOpmMauuuM, B  Cayyae
BO3HWKHOBEHUM OTKa3oB (cboeB) B cucTeme  3alUMTI
nHdopmaLmm MHPOPMALIMOHHOM CUCTEMBI

31C.30 3almTa MoOBUNbHBIX TEXHUYECKMX CPEACTB, MPUMEHAEMbIXB| + + +
MHGOPMaALMOHHOM cUCTEME

"+" - mepa 3aWmnTbl HGOPMaL MM BKAOYEHA B 6a30BbI HAOOP Mep ANA COOTBETCTBYIOLLETO KNnacca
3aLLUMLLEHHOCTU MHPOPMALIMOHHOM CUCTEMBI.



Mepb! 3awmTol MHPOpPMaLMKM, He 0DOO3HAYeHHble 3HaKOM "+", MPUMEHAOTCA NpM aganTaumu
6a3oBoro Habopamep M yTOYHEHUU aganTUPOBaHHOIo 6a3oBoro Habopa mep, a TakKe npu paspaboTke
KOMMEHCUPYOLWMX MeP 3aLLMTbl UHOPMALLMK B MHGOPMALMOHHOW CUCTEME COOTBETCTBYHOLLETO Kaacca
3alUMLLEHHOCTH.




